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Introduction: The Copenhagen Psychosocial Questionnaire (COPSOQ) is identified to be appropriate
to assess psychosocial hazards at work and is recommended in WHO publications.
However, the tool was never fully adopted in Poland. The purpose of this paper is to
present the psychometric characteristics of COPSOQ Il in Polish.

Material and A validation study of the long (128-item) COPSOQ Il was conducted on a stratified sample

Methods: 5t the Polish Prison Service staff (N=380). Reliability was tested with Cronbach'’s a. Validity

was verified through factor analysis as well as analysis of correlations with four other

relevant measures for psychosocial hazards assessment. All of them were previously

widely applied in Poland by many researchers and approved for studying psychosocial
environment at work, health and well-being in Polish employees.

Results: The Polish version of COPSOQ Il is composed of 42 scales. The greater number of scales
compared to the original version results from reliability analysis. As the original Variation
scale was the only with unsatisfactory Cronbach’s a so it was divided into two separate
measures: Work Repetitiveness and Work Variety. Seven factors were identified and la-
belled as: Demands at Work, Organizational Relations, Physical Violence, Psychological
Violence, Health and Well-being, Work Commitment and Development Perspectives,
Relations within a Team. All associations were in the expected direction.

Tables: 5 ¢ References: 32 ¢ Full-text PDF: http://www.pjambp.com ¢ Copyright © 2020 Polish Aviation Medicine Society, ul. Krasifiskiego
54/56, 01-755 Warsaw, license WIML e Indexation: Index Copernicus, Polish Ministry of Science and Higher Education
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Conclusions: The long COPSOQ Il PL may be considered as a proper tool to study psychosocial ha-
zards at work in Poland. However, further tests on work environments other than Prison

Service are recommended.

Keywords: hazard management, work-related stress, risk management, COPSOQ, Prison Service,
work-related health, occupational hazards, psychosocial hazards

INTRODUCTION

The Copenhagen Psychosocial Questionnaire
(COPSOQ) was developed by the Danish Na-
tional Research Centre for Working Environment
(NRCWE) [23].

Pejtersen at al. [23] decided that their tool will
not be based on any singular theory, but will in-
clude many dimensions facilitating the perfor-
mance of analyses on various levels: organization-
al, team and individual. The questionnaire makes
it possible to study potential stressors at work as
well as resources such as social support, feedback,
commitment and well-being. The tool takes into
account a comprehensive picture of the psycho-
social working conditions, can be applied across
a variety of work environments and is convenient
for users. The tool is also identified to be appro-
priate to assess psychosocial hazards at work and
is recommended in WHO publications [18]. Origi-
nally, three different length versions of the ques-
tionnaire were developed. Currently, the second
version of the COPSOQ [23] is available in three
different lengths. The longest COPSOQ Il version
(the so called long version) originally comprises
41 scales. 7 factors have been identified therein:
demands at work, work structure and content,
interpersonal relations and quality of leadership,
work - individual relations, organizational culture,
health and well-being, offensive behaviors [23].
One should also emphasize that even though the
authors do not refer to any specific stress theory,
COPSOQ I corresponds well with the Job De-
mands - Resources (JD-R) model [23]. Essentially
all work aspects which, according to contempo-
rary science, generate a psychosocial risk, are also
included therein [23].

The Copenhagen Psychosocial Questionnaire
(COPSOQ) is a widely accepted tool to assess psy-
chosocial hazards at work, also for intervention
purposes. The tool can be applied across a vari-
ety of work environments and is convenient for
users [18,21,23,25]. One should also emphasize

that even though the authors do not refer to any
specific stress theory, COPSOQ corresponds well
with the Job Demands - Resources (JD-R) model
[2]. The COPSOQ was translated into a number of
languages [3,20,21,23,25], but there was no Polish
adaptation of COPSOQ, even though some scales
were translated for the needs of various research
projects [31]. This paper presents the Polish adap-
tation of COPSOQ II's long version in Polish Prison
Service Staff.

MATERIAL AND METHODS

The procedure for adapting the tool proceeded
in accordance with the guidelines applicable to
adapting tests designed to measure psychologi-
cal health for WHO research needs across various
countries [30]. To that end, questionnaire ques-
tions, possible responses and all test instructions
were translated. After an expert’s assessment
which looked at the content and linguistic qual-
ity of the translation, a back-translation was per-
formed, and pilot tests were carried out. The final
version was used for validation in a relatively ho-
mogenous work environment, on a stratified sam-
ple, selected from staff and officers of the Prison
Service [pl: Stuzba Wiezienna] (SW), representative
in terms of sex, workplace location and officer sta-
tus. The used questionnaire was fully consistent
with the original one in terms of items’ content,
response format as well as scoring rules Complete
description of the original tool is available in an-
other open-access paper [23].

Theresearch was conducted in compliance with
ethical standards in social sciences. The study was
carried out individually, during periodic health
tests of employees. The research was anonymous
and voluntary, the participants were informed
that they could resign from further participation
in the research at any time without suffering any
consequences.
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The obtained sample size of N = 380 was suf-
ficient to keep the statistical error d below 5%.
Men (77,9%) made up the majority of the research
subjects. In terms of education, the largest group
were individuals with at least a Master’s degree
(67,8%). A further 10,8% held Bachelor’s degrees
or completed a post-secondary school and the re-
maining part of the sample constituted individu-
als with secondary school education. Most of the
research subjects were individuals in the 35-49
years old age bracket (67,1%), 26,6% of the sam-
ple was composed of younger individuals (22-34
years old) and the remainder constituted the 50-
65 years old age bracket. All professional groups
being part of the Prison Service were taken into
account by the research. And thus, office and ad-
min staff made up 29,5% of the sample, quarter-
masters — 7,4%, security — 38,9%, social rehabilita-
tion (including: doctors, psychologists, educators)
- 22,9% and teachers - 1,3%. Almost the entire
sample (90,5%) was composed of officers.

Tab. 1. Reliability of COPSOQ Il scales (N=380).

Reliability and construct validity assessments
were carried out within the scope of the valida-
tion. Reliability and construct validity assessment
results are presented in subsequent parts of the
paper. Reliability tests were limited to testing in-
ternal cohesion. Construct validity was assessed
by way of a factor analysis and analysis of correla-
tion with results obtained using four other tools:
two which measured psychosocial working condi-
tions and two which applied to the consequences
of exposure to work related stress.

RESULTS

For clarity purposes, the presented results are
grouped according to reliability and validity.

Reliability

The COPSOQ Il PL questionnaire scales’ reliabil-
ity was estimated using the Cronbach’s alpha co-
efficient. Means and standard deviations for given
scales are shown alongside alpha values in table 1.

Scale Number of Items M sD Cronbach’s a
Quantitative demands 4 43,69 20,14 0,848
Work pace 3 65,00 19,38 0,880
Cognitive demands 4 70,18 16,55 0,793
Emotional demands 4 58,36 21,08 0,807
Demands for hiding emotions 3 67,05 24,63 0,743
Influence 4 36,35 18,07 0,741
Possibilities for development (skill discretion) 4 57,84 18,35 0,780
Variation 2 43,21 19,07 0,394
Meaning of work 3 67,49 21,16 0,846
Commitment to the workplace 4 48,99 19,59 0,701
Predictability 2 50,49 22,46 0,788
Rewards (Recognition) 3 56,46 24,59 0,910
Role clarity 3 73,62 17,52 0,825
Role conflicts 4 43,55 22,65 0,820
Quality of leadership 4 52,42 24,61 0,927
Social support from colleagues 3 54,99 19,08 0,801
Social support from supervisors 3 50,53 25,12 0,889
Social community at work 3 70,37 18,05 0,823
Job insecurity 4 25,53 21,21 0,810
Job satisfaction 4 40,89 16,71 0,811
Work-family conflict 4 59,17 23,31 0,816
Family-work conflict 2 88,33 20,11 0,873
Mutual trust between employees 3 53,59 22,75 0,794
Trust regarding management 4 58,16 18,61 0,783
Justice and respect 4 48,40 21,65 0,891
Social inclusiveness 4 52,30 20,86 0,708
Sleeping troubles 4 31,26 22,36 0,923
Burnout 4 42,98 19,20 0,910

© The Polish Journal of Aviation Medicine, Bioengineering and Psychology
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Scale Number of Items M sD Cronbach’s a
Stress 4 40,36 19,49 0,916
Depressive symptoms 4 28,56 16,63 0,839
Somatic stress symptoms 4 19,79 16,94 0,813
Cognitive stress symptoms 4 24,74 17,78 0,892
Self-efficacy 6 31,32 13,79 0,82
Self rated health 1 61,24 21,76

Sexual harassment 1 3,68 13,70

Threat of violence 1 10,07 20,28

Physical violence 1 6,38 18,97

Bullying 1 9,02 19,93

Unpleasant teasing 1 11,25 19,48

Conflicts and quarrels 1 15,86 18,08

Gossip and slander 1 17,81 22,77

M - mean; SD - standard deviation

Validity

In order to verify the validity of COPSOQ II, two
methods out of the available construct validity
tests [17] were used: factor analysis and correla-
tion matrix.

Factor analysis
42 scales which make up the Polish COPSOQ I
version were taken into account by the factor anal-

[32] were used in order to identify the number of
factors. The results are shown in table 2.

The detailed results of the performed factor
analysis are shown in table 3.

Due to the use of Oblimin rotation, table 4 pre-
sents information on the correlation between the
factors.

ysis, i.e. 40 scales from the original version and two Tab. 2. Res.ults ofCOP.SOQ Il PL factor analysis - Total
further scales: “Job variation” and “Repeatability” Variance Explained.
which were established as a result of splitting the  Factor Initial Eigenvalues Rotation Sums of
original “Variation” scale. Similar to validation of Sauared toadings
other COPSOQ Il language versions, an explorato- Toral | %ofVariance  Cumulative ol
ry factor analysis was performed on the Polish ver- ! 125 087 087 82
sion as the COPSOQ does not refer to any specific 2 376 5% 282 7o
theory and it was hypothesized that intercultural 3T 732 a7 68
differences will be reflected in the structure of the 4 1.94 462 3176 >82
tool. The KMO value of 0,933 and the Bartlett’s 5 162 385 5560 582
test of sphericity: chi2(861)=9054,854; p<0,001 6 1.20 287 5847 535
suggest that the EPA is entitled . The maximum 7 113 269 61,16 570
likelihood method with an Oblmin rotation was  Extraction Method: Maximum Likelihood.
used [23]. Kaiser's method and scree plot analysis

Tab.3.  Results of COPSOQ Il PL factor analysis.

Scale Factor 1: Factor 2: Factor 3: Factor 4: Factor 5: Factor 6: Factor 7:
Physical Organizational Health and Demands Psychological Work commitment  Relations within
violence Relations well-being at work violence and development ateam

perspectives

Threats of violence 0,985

Physical violence 0,668

Sexual harassment 0,356

Justice and respect 0,867

Trust regarding management 0,829

Quality of leadership 0,789

Social support from supervisors 0,771

Rewards (Recognition) 0,767

82019 | Volume 25 | Issue 1|
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Scale Factor 1: Factor 2: Factor 3: Factor 4: Factor 5: Factor 6: Factor 7:
Physical Organizational Health and Demands Psychological Work commitment  Relations within
violence Relations well-being at work violence and development ateam

perspectives

Predictability 0,703

Role clarity 0,603

Social inclusiveness 0,511

Depressive symptoms 0,842

Stress 0,827

Cognitive stress 0,824

Somatic stress 0,781

Burnout 0,776

Sleeping troubles 0,746

Work-family conflict 0,580

Self rated health -0,551

Self-efficacy -0,425

Work-family conflict 0,347

Job insecurity 0,343

Cognitive demands 0,838

Work pace 0,797

Emotional demands 0,692

Quantitative demands 0,627

Role conflicts 0,558

Demands for hiding emotions 0,537

Work repetitiveness -0,324

Unpleasant teasing 0,830

Bullying 0,746

Gossip and slander 0,636

Conflicts and quarrels 0,562

Possibilities for development (skill 0,795

discretion)

Meaning of work 0,760

Job satisfaction 0,675

Commitment to the workplace 0,645

Influence 0,544

Work variety 0,420

Social community at work 0,797

Social support from colleagues 0,688

Mutual trust between employees 0,586

Tab.4. Results of COPSOQ Il PL factor analysis - Factor Correlation Matrix.
Factor 1 2 3 4 5 6 7
1 1,000 -0,152 0,205 0,260 0,457 0,146 -0,175
2 -0,152 1,000 -0,275 -0,261 -0,388 -0,370 0,463
3 0,05 -0,275 1,000 0,260 0,178 0,284 -0,256
4 0,260 -0,261 0,260 1,000 0,389 0,068 -0,268
5 0,457 -0,388 0,178 0,389 1,000 0,154 -0,281
6 0,146 -0,370 0,284 0,068 0,154 1,000 -0,355
7 -0,175 0,463 -0,256 -0,268 -0,281 -0,355 1,000

Extraction Method: Maximum Likelihood.

Rotation Method: Oblimin with Kaiser Normalization.

© The Polish Journal of Aviation Medicine, Bioengineering and Psychology
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Analysis of correlations with other
measures

Four tools which satisfy the psychometric qual-
ity criteria were used for correlation analysis tests:
two questionnaires to measure psychosocial work-
ing conditions, i.e. Psychosocial Working Condi-
tions (PWP) [5] and Organizational Risk of Bullying
(ORM) [29] as well as two tools which operationalize
well-being: D. Goldberg’s General Health Question-
naire (GHQ 30) [11,19] and the Oldenburg Burnout
Inventory (OLBI) questionnaire [1]. The analysis was
carried out for all COPSOQ Il PL scales. The adopted
construct validity criteria are described in detail be-
low. For greater analysis clarity they are presented
according to given factors identified in the Polish
version of the validated tool. Precise r-Pearson’s
correlation coefficient values subject to two-tailed
significance criteria, stemming from the hypoth-
eses stated below, are presented in table 5.

Scales part of Factor 1: “Physical violence”

The following scales make up the “Physical vio-
lence” factor:

1. "Threats of violence”, which describes the
sense of threat of violence, including physical
violence at the workplace.

2. “Physical violence”, which refers to experienc-
ing physical violence.

3. “Sexual harassment”, which refers to exposure
to unwanted sexual attention.

All of these refer to a threat of bodily inviolabil-
ity infringement. Construct validity of the scales
which constitute the “Physical violence” factor was
assessed on the basis of convergence of results for
these scales with the occurrence of health disor-
ders and burnout indicators. Such an approach is
based on numerous empirical studies which show
that various forms of violence at work, which in-
clude sexual harassment, are linked with negative
consequences of symptoms of distress, symptoms
of depression and anxiety, sleeping troubles, so-
matic problems or burnout [7,10]. The obtained
Pearson’s r coefficients are shown in table 5.

Scales which make up Factor 2: “Organizational

relations”

8 scales make up the “Organizational relations”

factor, i.e.:

1. “Justice” which applies to the perceived re-
spect and equal rights of employees at the
workplace.

2. “Trust regarding management”, which refers
to the reliability of information and the sense
of security in relations with superiors.

3. “Quality of leadership”, which refers to an as-
sessment of superiors in terms of selected
leadership skills.

4, “Social support from supervisors”, which de-
scribes the perceived potential and actual
help from a superior.

5. “Recognition” which applies to the personal
experience of respect and equal rights in the
workplace.

6. “Predictability”, which means that the required
information pertaining to work tasks and or-
ganization is passed on.

7. “Role clarity”, reflecting certainty as to the scope
of duties, targets and work evaluation criteria.

8. “Social inclusiveness”, which refers to manag-
ing diversity at the workplace.

Validity tests of COPSOQ Il PL scales which
make up the “Organizational relations” factor
were performed by correlating these scales with
the general result of the GHQ 30 [11,19] question-
naire, burnout indicators measured using the
OLBI [1] questionnaire as well as three scales from
the ORM [29] questionnaire: “Clarity of roles and
control”, “Relations with the direct superior” and
“Leadership”, as well as two scales from the PWP
[5] questionnaire which measured control (au-
tonomy and participation) as well as the noticed
support from superiors. Here, a negative correla-
tion was assumed between COPSOQ Il PL scales
and the scales which measure pathologies at the
workplace (ORM scales) [29] and negative conse-
quences of occupational stress (GHQ 30 and OLBI)
[1,11,19] and a positive correlation with resources
(“Social support from supervisor” and “Control”).
These assumptions are cohesive with the JD-R [2]
theory as well as empirical studies [18]. Table 5 de-
picts the correlation results.

The scales part of Factor 3: “Health and well-being”
The “Health and well-being” factor comprises

11 COPSOQ Il PL scales, including:

1. “Depressive symptoms”, measured using anhedo-
nia and bad mood symptoms.

2. "Stress”, which describes the behavioral and emo-
tional stress symptoms.

3. “Cognitive stress symptoms’, which refers to the reac-
tive problems with memory and attention span.

4. “"Somatic stress symptoms”, which refers to the
physical stress related ailments.

5. “Burnout”, which measures physical and emotion-
al exhaustion.

6. “Sleeping troubles”, which measures sleeping
problems.

7. “Work-family conflict”, which applies to the im-
pact of work structure on private life.

10 | 2019 | Volume 25 | Issue 1 |
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8. “General health perception”, which makes it pos-
sible to measure the subjective rating of one’s
own state of health.

9. “Self-efficacy”, which refers to the self-assessment
of one’s own capacity.

10. “Family-work conflict”, pertaining to the impact of
an individual’s private situation on their profes-
sional life.

11. “Jobinsecurity”, which means the degree to which
employment conditions are seen as stable.

The particular scales part of the “Health and
well-being” factor were correlated with the results
of GHQ 30 [11,19] and OLBI [1]. It was assumed that
the COPSOQ Il PL scales which measure disorders
(“Sleeping troubles”, “Burnout”, “Stress”, “Depressive
symptoms”, “Somatic stress symptoms”, “Cognitive
stress symptoms”) will be positively correlated with
the results of the aforementioned tools, whereas
scales which measure well-being (“General health
perception” and “Self-efficacy”) will show negative
correlations. These assumptions are reflected in the
literature on the subject [18,27]. The “Job insecurity”
scale was additionally correlated with a scale of the
same name that is a part of the ORM [29] question-
naire, assuming a positive correlation between the
two scales. Verification results of hypotheses per-
taining to the measures of well-being taken into ac-
count by COPSOQ Il PL are shown in table 5.

The scales part of Factor 4: Demands at work

The “Demands at work” factor comprises the fol-
lowing scales:

1. “Cognitive demands”, which pertains to job as-
pects such as decision making, creativity and
attention.

2. "Work pace”, which refers to aspects such as time
pressure or imposed work rhythm.

3. “Emotional demands”, which applies to the need
to engage emotions into the task at hand.

4. “Quantitative demands” - describes the degree
to which work load reflects the available time.

5. “Role conflicts”, pertaining to the requirement to
function under conflicting demands, conflict-
ing interests and to solve ethical dilemmas.

6. “Demands for hiding emotions”, which means
the inability to express emotions freely.

7. "Repeatability”, which applies to the degree to
which work is routine.

It was assumed that the results obtained for scales
which make up the “Demands at work” factor should
be positively correlated with the results of other
questionnaires which measure workplace demands.
The demands scale from the PWP [5] questionnaire
was used to test this hypothesis. Furthermore, with
reference to the JD-R [2] model, the COPSOQ Il PL

scales which measure demands were expected to
be convergent with the results in “Exhaustion” and
“Disengagement” from the OLBI [1] questionnaire.
In accordance to literature [16,22,26], positive cor-
relations were assumed between demands and the
occurrence of mental health disorders measured by
the GHQ-30 [11]. A detailed list of r-Pearson’s coeffi-
cients obtained whilst verifying the above hypoth-
eses is shown in table 5. Additionally, a correlation
analysis between the “Repeatability” scale and mo-
notony-diversity measure in the PWP questionnaire
was performed. That analysis showed a positive rela-
tion between the tested variables (r= 0,305, p> 001).

The scales part of Factor 5: Psychological violence

The “Psychological violence” factor comprises
the following scales:

1. “Unpleasant teasing” which pertains to the ex-
posure to teasing at the workplace.

2. “Bullying”, which makes it possible to measure
the exposure to harassment and threats at
the workplace.

3. “Gossip and slander”, which reflects a subjec-
tive feeling of being the subject of insinua-
tions at work.

4, "Conflicts and quarrels”, pertaining to partici-
pation in conflicts at work.

The construct validity of the scales which con-
stitute the “Psychological violence” factor was as-
sessed on the basis of convergence of results for
these scales with the occurrence of health disor-
ders and burnout indicators. The hypotheses are
based on numerous empirical studies which show
that bullying and other forms of psychological
violence at the workplace are correlated with the
negative consequences of symptoms of depres-
sion and anxiety, somatic problems or burnout
[9]. Furthermore, the convergence of COPSOQ I
PL scales which measure the different forms of
violence with the ORM [29] questionnaire results
was considered to speak for their accuracy. This
assumption is further supported by results of tests
on individual and organizational bullying corre-
lates. The obtained Pearson'’s r correlation coeffi-
cients are shown in table 5.

The scales part of Factor 6: Work commitment and
development perspectives
The “Work commitment and development per-
spectives” factor includes 6 scales, i.e.:
1. "Possibilities for development”, which pertains to
making use of and shaping professional skills.
2. “Meaning of work”, which measures the sub-
jective feeling of the importance of the per-
formed work.

© The Polish Journal of Aviation Medicine, Bioengineering and Psychology
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3. “Job satisfaction”, which refers to the subjec-
tive satisfaction derived from working.

4, "Commitment to the workplace”, reflecting
the degree to which a person shares and ap-
proves their workplace culture.

5. “Influence”, used to measure the freedom of
decision making.

6. “Job variation”, which allows for a determina-
tion of job diversity.

Thus, one may venture to say that the “Com-
mitment and development perspectives” factor
measures the following:

1) job resources, such as the ability to control
work, participation in decision making pro-
cesses, feedback on the performed work,
meaning of work, diversity of performed tasks
and possibilities for development [6,9] and

2) the employee’s attitudes towards their job (job
satisfaction, commitment to the workplace),
which remain in a close relation with the said
resources [24].

Hence, according to the JD-R[2] model, they
should be related to health and burnout. And the
correlation should be negative: the higher the
signs of commitment, the less health problems
and burnout symptoms. Additionally, positive re-
lations with other resource measures should also

Tab. 5.

manifest themselves, e.g. the degree of control
from the PWP [5] questionnaire.

The scales part of Factor 7: Relations in a team

The “Relations in a team” factor comprises the
following scales:

1. “Social community at work”, which applies to
the atmosphere at the workplace.

2. “Social support from colleagues”, which de-
scribes experiencing help from colleagues.

3. “Mutual trust between employees”, which
defines the level of openness and trust in re-
lations with colleagues.

Quality relations at work are considered to
be social resources, and thus in accordance with
the JD-R[2] theory, high scores in corresponding
COPSOQ I PL scales should exhibit a negative cor-
relation with indicators pointing to deteriorating
health and burnout. They should also manifest a
positive correlation with other tools for measuring
job resources associated with colleagues, such as
results of “Support from colleagues” in the PWP
[5] questionnaire or shortages thereof, such as the
“Social atmosphere” from the ORM [29] question-
naire. Results of the conducted correlation analy-
sis are shown in table 5.

Correlations between COPSOQ Il PL scales which make up the “Physical violence’,“Organizational relations’,“Health and

well-being’,“Demands at work’, “Psychological violence’,“Work commitment and development perspectives’,“Relations
in team”and other tools (Goldberg's GHQ 30 General state of health questionnaire, Oldenburg Burnout Inventory (OLBI)
questionnaire, Organizational Risk of Bullying (ORM) and Psychosocial Working Conditions (PWP) questionnaires).
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DISCUSSION

The COPSOQ Il PL is both reliable as well as
valid, despite being structurally different from the
original version.

Reliability

The reliability of scales may be considered to be
satisfactory as the Cronbach'’s a coefficient is more
than 0,7 [28]. The only scale which failed to reach
such a value for this coefficient was “Job variation”,
where a=0,394. It should also be pointed out that
the reliability of that scale was also low in its origi-
nal COPSOQ Il questionnaire version, with a=0,5
[23]. The following items are part of the scale: “Is
your job varied?” and “In your job are you fre-
quently forced to repeat the same actions?”. The
content of these items and the low Cronbach’s
a coefficient value shows the need to split the
scale into two, both one-item. The first scale was
named “Job variation” (Is your job varied?) and
the second “Repeatability” (In your job are you
frequently forced to repeat the same actions?).
The new scales were used during validity analysis.
The Cronbach’s a coefficient value is satisfactory
for all other scales. Its values are between 0,701
(commitment to the workplace) to 0,927 (Quality
of leadership). Thus, the tool should be considered
to be reliable, and as such it qualifies for further
analyses.

Validity
Both analyses carried out as part of construct
validity tests yielded satisfactory results.

Factor analysis

7 factors were identified in the Polish COPSOQ
Il version, with different scales than those in the
original.

The factors identified in the Polish version re-
main cohesive and theoretically valid. Apart from
all the scales in the original version, the “Job de-

mands” factor in the Polish version also includes
two additional scales: “Role conflicts” and “Re-
peatability”. In tests carried out on Polish em-
ployees, role conflicts remains a dimension of de-
mands associated with a job, as shown by Cieslak
and Widerszal-Bazyl [5] in papers on the Psycho-
social Working Conditions (PWP) questionnaire.
Similarly, monotony (as opposed to diversity) in
the PWP questionnaire is treated as a demand. It
should be noted that in the COPSOQ Il PL validity
sample, “Repeatability” was part of the “Demands
at work” factor, albeit with a negative sign, which
suggests that when it comes to that environment,
work routine helps to reduce the burden. Such a
result is understandable if we take into account
that the test was carried out on a body which com-
prises uniformed services, wherein as a rule work-
ing according to a pre-determined procedure is
conducive to a better performance of given tasks
and affords greater safety to employees. In the
Polish version of COPSOQ II, the scales associated
with workplace pathologies were clearly defined.
Instead a single “Offensive behaviors” factor, there
are two in the Polish version: “Physical violence”
which comprises scales associated with danger
or infringement of physical inviolability and “Psy-
chological violence” - associated with bullying
and other forms of personal dignity infringements
short of physical violence. Such a division seems
to be a better match for the cultural relations in
Poland. The impact of the cultural context is also
visible when it comes to scales associated with in-
terpersonal relations and organizational culture.
The “Organizational relations” factors identified
in the Polish version and “Relations within a team”
reflect a clear distinction between psychosocial
conditions shaped by superiors and colleagues.
That difference between the Polish and the Dutch
COPSOQ II versions remains cohesive with com-
parative tests between the national cultures of
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the two countries. As shown by Hofstede [13], the
level of cultural hierarchy and acceptance associ-
ated with the hierarchy of social inequalities is
three times stronger than in Denmark. In the Pol-
ish version, the scales which originally comprised
the “Work organization and job contents” factor
were included in the “Job commitment and devel-
opment perspectives”. This factor also included
“Job satisfaction”, which was an element of the
“Work-individual relation” factor in the original
version. However, subject literature [8] shows that
there are significant links between job satisfaction
and the meaning of work and job resources [24]
as perceived by the individual, that is why the ob-
tained structure of the factor in question remains
theoretically valid. Whereas face validity dictates
the performed factor name change.

The “Work-individual relation” did not figure
in the Polish version at all. In the Polish version all
the scales of that factor, with the exception of “Job
satisfaction” were part of the “Health and well-
being” factor. The “Job insecurity” scale is made
up of questions which essentially apply to distress
associated with lack of job security. All four ques-
tions in that scale begin with the phrase "Are you
worried about ...?"That is why including that scale
in the “Health and well-being” factor remains fully
justifiable. The remaining two scales, i.e. “Family-
work conflict” and “Work-family conflict” may be
treated as a social health disorders operationaliza-
tion [14].

Analysis of correlations with other
measures

Criterion validity was tested using convergence
analysis of measurements with other tools used
to measure job demands and resources as well
health consequences such as mental health dis-
orders or burnout symptoms, the validity of which
has already been verified. The correlation coeffi-
cients published in the paper were not adjusted
by scales’ reliability factors of COPSOQ Il PL or
other tools used as a criterion of validity. Thus, the
real correlation coefficient values are undoubtedly
higher that those shown in table 5 [4]. The strength
of the relations was assessed in accordance with
the classification proposed by Guilford [12].

Physical violence

Convergent validity indexes for all scales which
operationalize physical violence at the workplace
remain in accordance with theoretical assump-
tions. The correlations are statistically significant,
and they are positive, which reflects the initial hy-
potheses. The power of disclosed relations agree

with the results obtained by other researchers
engaged with the consequences of experienc-
ing physical violence at the workplace amongst
uniformed services [10]. After years of studies on
the interpersonal aspects of bullying, referring to
the personalities of victims and perpetrators, after
including organizational factors into the research,
it turned out, that in correctly managed organi-
zations bullying was scarce, even if individuals
whose traits are conducive to bullying are em-
ployed therein [9]

Organizational relations

Also, all COPSOQ Il PL scales which measure
“Organizational relations” turned out to be valid
pursuant to the adopted criteria. The performed
correlation analyses yielded statistically signifi-
cant results, the direction of the identified rela-
tions remains as expected and most relations are
strong or very strong. Scales being a part of the
“Organizational relations” factor were least corre-
lated with the general state of health measured by
GHQ 30 [11,19], which is most probably associated
with the nature of the validation group. Prison
service officers are selected on the basis of their
psychological suitability for the job, and as such
they are a priori well suited for the working con-
ditions and exhibit above average psychophysical
resilience.

Health and well-being

All the scales part of the COPSOQ Il PL used to
measure health and well-being turned out to be
valid. The obtained values of the assumed con-
vergent validity indicators, even though below
values which could have been expected, remain
satisfactory.

Demands at work

All the assumed correlations pertaining to de-
mands turned out to be statistically significant,
whereas the lion’s share was at least above-av-
erage. The convergent validity of the “Demands
for hiding emotions” scale which is weakly or to a
slight degree correlated with the adopted validity
measures may raise some doubts, albeit its corre-
lation with all measures is statistically significant.
Here, the weak or slight relation with the health
disorder measures adopted as validity indicators
is surprising. Only the specification of the tested
sample could have had an impact on the strength
of the relation. Earlier tests point to links between
hiding emotions and negative health conse-
quences pertained to individuals which frequent-
ly come into contact with others as part of their
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professional duties [16], nevertheless in most cas-
es these are representatives of professions where
a psychological pre-selection is not carried out.
Upon starting their job, the subjects part of the
validity sample, are subjected to a psychological
assessment in terms of emotional control, which
might have a significant impact on expressing
negative psychological health symptoms. That is
why, weak correlations, but ones which are statis-
tically significant and in accordance with expecta-
tions as to their direction, may be considered to
be satisfactory in this case. At the same time, this
might indicate the need for additional “Demands
for hiding emotions” scale validity tests, for exam-
ple by testing convergent validity with the CECS
questionnaire [15] and by performing a correla-
tion analysis with health well-being measures in
other professional groups.

Psychological violence

The scales part of the COPSOQ Il PL for meas-
uring “Psychological violence” indicate a conver-
gence of results with tools measuring organiza-
tional risks for bullying and possible health con-
sequences associated with experiencing psycho-
logical bullying at the workplace. The obtained
correlation results are not only statistically signifi-
cant and in accordance with the expected direc-
tion, but also at least average in terms of strength,
which should be taken to be satisfactory in light
of the higher psychological resilience of the tested

group.

Work commitment and development perspectives

Each COPSOQ Il PL scale which was part of the
“Commitment and development perspectives”
also turned out to be valid. All the correlation
coefficients are statistically significant, and their
direction reflects theoretical expectations. The
strength of those relations varies depending on
the scale and criterion, however the results may
be considered to be satisfactory.

AUTHORS’ DECLARATION:

Relations within a team

The theoretical assumption pertaining to the
convergence of measurements obtained using
“Social support from colleagues”, “Social commu-
nity at work” and “Mutual trust between employ-
ees” and the results obtained GHQ 30 [11,19], OLBI
[11, ORM [29] and PWP [5] turned out to be correct.
And in this case, all correlations were also statisti-
cally significant, in accordance with the expected
direction, and their strength may be considered to
be satisfactory.

CONCLUSIONS

In accordance with the expectations of its au-
thors, the Copenhagen Psychosocial Question-
naire is to be used to measure the psychosocial
work environment, amongst others in order to as-
sess occupational risk [23]. Following validation in
a homogeneous work environment, which is rec-
ommended also by other researchers [3], the COP-
SOQ Il PL satisfies the reliability and validity cri-
teria, and also objectiveness and standardization
criteria. From the point of view of criteria which
a good psychometric tool for measuring psycho-
social work hazards should satisfy, the COPSOQ
[l PL may be considered to be sufficient. It should
also be noted that the standards for tools of this
type should be developed for given professions or
work environments. It is also worth pointing out
that the prison service is a specific and thus far the
only professional environment where the Polish
COPSOQ Il version was applied. Therefore, further
tests on other work environments are recom-
mended which would facilitate the development
of standards and provide another verification of
its psychometric properties.
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INTRODUCTION

Managing an organization requires setting its
strategic objectives and defining external and in-
ternal parameters that contribute to the proper
process management and the ability to achieve
the intended results.

The complex external and internal conditions
of the Military Institute of Aviation Medicine [1,2,4]
and the requirements of its customers necessitate
a high quality of management. Therefore, the pil-
lar of the management structure at Institute is the
ISO 9001:2015 standard. Its structure and require-
ments enable the construction and maintenance
of simple or complex integrated management
systems incorporating also other standards. To
meet the expectations of parties concerned, the
management of Institute has introduced and
maintained an integrated management system
based on ISO 9001;2015, AQAP 2110:2016 and I1SO
27001:2017 standards.

In accordance with the requirements of ISO
9001:2015 standard, the Institute:

- demonstrates the ability to continuously pro-
vide services in accordance with the require-
ments of the customer and the law,

- strives for customer satisfaction through effec-
tive use of a quality management system and
its continuous improvement,

- plans activities related to risks and opportunities.

The AQAP 2110:2016 standard is based on the
requirements of 1SO 9001:2015, expanded with
specific NATO requirements. The declaration of

application of this standard is an offer of the Insti-

tute that takes into account, among other things,

the risks associated with the provision of the ser-
vice (product).

ISO 27001:2017 specifies requirements ensuring
the confidentiality, integrity and availability of in-
formation and requirements for the management
of identified risks and opportunities.

The I1SO 9001:2015 and ISO 27001:17 standards
set out the requirement that risks and opportuni-
ties must be included when developing a man-
agement system. An opportunity, according to
ISO 9001:2015, leads to taking risk in order to seize
this opportunity. Therefore, an opportunity can
be managed through the risk it entails.

Risk management is now an integral part of
managing any business [6,12].

According to I1SO 31000:2009 [9], risk is defined
as the effect of uncertainty on objectives. Accord-
ing to the PWN Dictionary of Polish Language [11],
risk is:

- a possibility that something might go wrong;
also: an undertaking the outcome of which is
uncertain,

- todare to face such a danger.

Risk management consists in identifying, cor-
rectly classifying and then dealing with it in the
most beneficial and safe manner.

Risk management covers two areas of activ-
ity of an organization. The first is the strategic
risk, taken by the management most often in the
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Fig. 1.  Diagram of risk and opportunity management.
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environment-organization relation. The second
area is operational risk, resulting from the process
of manufacturing a product (material product or
service) [7].

PURPOSE OF THE STUDY

The aim of this study is to present the risk man-
agement methodology applied in the Military
Institute of Aviation Medicine, which employs a
model based on selected risk analysis methods
taking into account the recommendations and re-
quirements of ISO 9001:2015, AQAP 2110:2016, ISO
27001:2017 standards, as well as the requirements
and expectations of all parties concerned.

RISK MANAGEMENT METHODOLOGY

The methodology systematizes the manage-
ment of the identified risks related to the imple-
mentation of statutory tasks, such as planning the
activity of Institute, and systematizes the man-
agement of the identified risks in business pro-
cesses related to the conclusion and performance
of contracts signed for the provision of services.
The methodology takes into account the require-
ments of the 1ISO 9001:2015, AQAP 2110:2016 and
ISO 27001:2017 standards as well as the require-
ments of the Minister of National Defense on plan-
ning and settlement of activities in the Ministry of
National Defense [5]. The methodology in the field
of risk management:

- takes into account requirements resulting
from the context of the organization and busi-
ness requirements,

Process or department I

:L Threat

> Threat

L+ Location/character (-

s Assetslresources | (.....)

Fig.2.  Diagram of the structure of risk components.

— Assets/resources I- ——————

L‘ Location/character I— S

L+ Vulnerability | '

- meets the requirements of the “Management

Control Regulations”,

- takes into account the risks associated with in-
formation assets,
- systematizes the development of the “Product

Quality Plan”.

The presented methodology contains a list of
basic concepts, general rules of risk management,
description of risk components, tables present-
ing the indexes of threat levels, effects, security
and vulnerability, as well as adopted probability
indexes. The methodology indicates the sources
of input data and describes the methods of calcu-
lating the level of risk and the adopted criteria for
its acceptance. The necessity to use the context of
the Institute in the cyclical process of identifica-
tion of risks and opportunities was pointed out.
The general diagram of risk or opportunity man-
agement is shown in fig. 1.

Risk components
The methodology takes into consideration:

— assets / processes / tasks / objectives,

- value (significance) of assets / processes / tasks
/ objectives,

- location / form of assets,

- potential threats,

- probability of occurrence of these threats,

- vulnerability of assets / processes / tasks / ob-
jectives to threats,

- impact of threats on the security of assets /
processes / tasks / objectives,

- effectiveness of the applied security measures.
The diagram of the structure of risk compo-

nents is shown in fig. 2.

——»  (significance, impact on business)
— — — ——p (number, form)
I — P> (probability)

threat factors, level of security measures)

-+ Vulnerability
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The course of the risk management

process

In the process of planning current activities, the
result of an analysis of the organization’s context
(here: Institute) should be taken into account. This
planning should consider the risks included in the
risk register referred to in the requirements of the
Minister of National Defense on planning and set-
tlement of activities in the Ministry of National De-
fense [5]. As a result of the context analysis, apart
from risks, opportunities may be pointed out.

The risk management should be started by
carrying out an inventory of assets, processes or
objectives in the organizational units within the
system and determining their value for the Insti-
tute (as an organization), as well as identifying as-
sociated threats. Then the relevant characteristics
of a given risk should be distinguished, such as the
area concerned, the probability of occurrence, the
impact of the effects of the event.

Due to the different required purposes of risk
analysis and the expected transparency of the
analysis results, it is necessary to distinguish three
aspects of the risk analysis used at the Institute for:

1) planning of the Institute’s activities for the pe-
riod of the task implementation or for the up-
coming planning year,

2) ensuring continuity of information (availability,
integrity, confidentiality),

3) performancing of a separate agreement con-
cluded in accordance with the requirements of
AQAP 2110:2016.

The risk analysis concerns the assets held, pro-
cesses carried out at Institute and the assessment
of their effect (impact) on its functioning. The ef-

Tab. 1.

fect index values listed in tab. 1 show the power
with which neglected assets or a disturbances in
functioning of a process may cause disturbances
in the functioning of the entire organization.

It is a good practice to identify real threats - i.e.
those that can and do occur in the organization
(specific breakdowns, power failures, unauthor-
ized transmission of information, theft), and not
only those that are easy to name (terrorist attack,
fuel dumping by aircraft during emergency land-
ing, especially if there is no airport).

The number of threats identified may be large,
which may reflect the reliability of the conduct-
ed analysis. However, the identification process
should be optimized in terms of the possibility of
obtaining up-to-date results on the most relevant
threats. If the analysis is too extensive - with irrel-
evant, unlikely elements - it may be already out-
dated at the time of its completion, or the cost
of obtaining it - the time spent on managing the
identified risk factors - will be disproportionately
high.

Not all threats occur equally often or are equally
likely to occur, hence the concept of the probabil-
ity of occurrence of a threat has been introduced.
Equipment failures or lack of power supply are
certainly more frequent than fires or hurricanes
with wind force uprooting trees.

A five-grade scale should be adopted to assess
the probability: high, large, significant, moderate,
small. For each level of probability, a value of the
probability assessment index has been assigned.
These levels are described in tab. 2.

The effect (impact) of the event on the functioning of the Institute (effect, impact on business).

Score Value (E)

Description

aloss or breach of the security or elements of an organizational unit or a process results in interruption of the continuity of the

Institute's activity
Critical 5

aloss or breach of the security of personal data or the process results in high material and non-material losses, identity theft and loss

of control over personal data for the data subject

aloss or breach of the security or elements of an organizational unit or a process results in interruption of the continuity of activity

. of the Institute’s organizational unit
Very high 4

aloss or breach of the security of personal data or the process may have a negative impact on the rights and freedoms of data
subjects, e.g. as a result of loss of control over personal data, material or non-material loss

aloss or breach of the security or elements of an organizational unit or a process may have a negative impact on the continuity of

. the Institute’s activity
Serious 3

aloss or breach of the security of personal data or the process may have a negative impact on the rights and freedoms of data
subjects, e.g. as a result of loss of control over personal data, non-material loss

aloss or breach of the security or elements of an organizational unit or a process causes difficulties in the normal functioning of the

Institute
Significant 2

aloss or breach of the security of personal data or the process has a major impact on the rights and freedoms of data subjects, e.g. as

a result non-material loss

aloss or breach of the security or elements of an organizational unit or a process has a limited impact on the functioning of the

Small 1 Institute

aloss or violation of the security of personal data or the process has a limited impact on the rights and freedoms of data subjects

where “Critical” means the greatest impact and “"Small” — the smallest impact.
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Tab.2. The assessment of the probability of occurrence of a threat.

Score Indicator (P) Description
High 5 occurs frequently (e.g. once a month) or regularly with a fixed frequency, or is very likely to occur >90%
Large 4 occurs relatively frequently (e.g. once a quarter) or regularly with a fixed frequency, or is likely to occur 76-90%
Significant 3 occurred in the last year, occurs irregularly, or there is a real probability of occurrence 41-75%
Moderate 2 has occurred a single time in the last year or is unlikely to occur 10-40%
Small 1 has not occurred even once in the last year and is unlikely to occur <10%

where “High” is associated with the highest probability and “Small” with the lowest.

Tab.3. The assessment of the impact of the specific characteristics of the assets on the degree of vulnerability taking
into account confidentiality, or integrity, or availability.
Index
Score Description
(V¢, Vi, Va)

Significant 1 assets with certain characteristics are or will be in an environment conducive to the occurrence of the event for an indefinite period
Negligible 0 the characteristics of the asset and its environment are not conducive to the occurrence of the event

Tab.4. Level of security measures.

Score Value (S) Description
High 15 the existing security measure protects effectively against known threats
Significant 10 there are partial security measures that protect only selected areas but are fully effective
Moderate 5 has not occurred a single time in the last year, but there is a real probability of occurrence
Negligible 1 has not occurred even once in the last year and is unlikely to occur

where “High” means the highest value (the highest level of security) and can reach the value of “eo". However, at this stage of effectiveness of secu-
rity measures a value of “15” is assumed. The “Negligible” level means the lowest value (the lowest level of security measures).

Another group of factors affecting the level
of risk are vulnerabilities, i.e. weaknesses in our
assets or processes - features and properties of
the asset or process that may be exploited by the
threat, which may increase the probability of oc-
currence of an event in specific circumstances.

For example: We protect paper from burning
because it is not resistant to fire. Paper is vulner-
able to burning.

The information written on paper is at risk of
being destroyed, because paper is flammable
when the temperature exceeds approximately
250 degrees Celsius. It can be assumed that in-
formation written on paper is threatened by high
temperatures.

The steel hull of a ship is protected against sea-
water which accelerates the process of corrosion, be-
cause the steel it is made of is not resistant to corro-
sion. The steel hull of a ship is vulnerable to leakage.

This ship is in danger of sinking because of its
steel hull, which is vulnerable to leakage due to
corrosion accelerated by seawater.

It can be assumed that it is threatened by sea-
water accelerating the process of corrosion of the
steel hull.

A specific group of assets consists of informa-
tion assets characterized by vulnerabilities (V) to
which apply the following assessment criteria:

1) confidentiality - protection against unauthor-
ized access (Vc),
2) integrity - protection against breaching of in-

formation (Vi),

3) availability (Va).

The methodology uses the same scale of im-
pact assessment for the abovementioned vulner-
abilities (tab. 3). The vulnerabilities classified as
“Significant” increase the value of the probability
index (see Formula No. 3).

The impact of the threat on confidentiality,
integrity and availability (information security)
should be assessed and the level of effectiveness
of the implemented security measures should be
determined. These are the elements completing

© The Polish Journal of Aviation Medicine, Bioengineering and Psychology

2019 | Volume 25 | Issue 1|23



Original Article

the analysis. The scale of assessment of security
levels is specified in tab. 4.

Determination of risk level and residual risk
The risk of an asset (also: process, task, objec-
tive) is the basis for assessing the real loss of secu-
rity of this asset against other assets in a situation
where no security measures are yet in place. The
list of assets should be arranged according to the
associated risk level index values. This list is the
basis for determining the methods of risk man-
agement and which security features should be
selected in order to protect the riskiest assets.
The following calculation method is generally
accepted for obtaining mutually comparable in-
dexes of the level of risk of assets. Formula No. 1
is to be filled in with the numerical values from
tables 1 to 4, assigned to each item respectively.

R=P*E m
where:

R - risk of an asset / process / task / objective

P — probability of occurrence of the threat (in-
dex value)

E - effect (impact) of the occurrence of the
threat

P=P*(1+V) | (2)

where:

Residual risk

V- vulnerability of the asset process, task, ob-
jective
V=V +V,+V, (3)
where:
V¢, Vi, Va - vulnerability of an information asset,
respectively to: confidentiality, integrity, availability.

After the selection and implementation of se-
curity measures, the risk assessment should be
carried out again, but already considering the
levels of security provided by the implemented
measures. For each asset, after taking into account
the security measures, the residual risk must be
calculated.

The residual risk is, as a rule, calculated using
the following Formula No. 4:

Rs=R/S 4)
where:

Rs —residual risk of an asset / process / task

R - risk of an asset / process / task

S - effectiveness of the applied security measures.

Based on the obtained residual risks of the as-
sets, the level of “acceptable risk” should be deter-
mined and set as a fixed value of risk below which
the risks of assets are considered acceptable.

oy RISK ANALYSIS

80

70

Acceptable risk level

Rsa

Asset 1 Asset 2 Asset 3

Fig. 3.

Assets

Aszetd Asset5

The result of a risk assessment with a defined level of acceptable residual risk (RsA).
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Rs Rw Rw
Rx Rs Rw
R Rs Rs Rw Rw
Ry Ry Rs Rs Rw
Ru Ry Ry Rn Rs
———————————— Level of acceptable risk
Fig.4. A risk matrix (R), where: RN - minor risk,

RS -moderate risk, RW - major risk, RK - critical risk.

Criteria for the acceptance of risk and the
level of acceptable risk

An essential element of the risk assessment pro-
cess is the definition of “risk assessment criteria”,
i.e. the approach adopted for dividing risks into ac-
ceptable and non-acceptable. The risk acceptance
criterion should be to seek to equalize the levels of
risk for all assets, in line with the principle that the
strength of the security system is indicated by its
weakest (riskiest) element. The highest limit value
for acceptable residual risk (RsA) should be deter-
mined. The assets with risks below the value de-
termined by cutting off the “risk chimneys” have
such arisk level that the Institute’s management is
now ready to accept them.

The level of the acceptable residual risk (RsA) is
a specific risk value. In the diagram, an example of
which is shown in fig. 3, the level of acceptable risk
is marked by a horizontal line running throughout
RsA value. The level of acceptable risk should be
determined during each risk analysis.

The result of a risk analysis can be presented as
arisk quantification matrix, also called the risk ma-
trix (fig. 4) with a dashed line indicating the level
of acceptable risk.

The result of the risk analysis can also be pre-
sented in a tabular layout (fig. 5) in which, apart
from presenting the current value of the level of
acceptable risk (RsA), the forecasted result of the
level of acceptable risk resulting from the imple-
mentation of planned improvement measures
can also be determined.

Detailed guidelines for risk analysis,
assessment and management
The risk analysis should cover all areas of the In-
stitute’s activity that affect the realized processes
and be prepared with the participation of the rep-
resentatives of:
- the main processes,
the Institute’s management,
Chief Accountant Division,
Administrative Division (excluding the IT Labo-
ratory),
IT Laboratory,
Security Division.
A risk analysis should be carried out:
— when new risks are identified,
- when planning organizational changes,
- in accordance with the adopted plan of activ-
ity of the Institute.
The owners of the main processes are respon-
sible for the preparation of partial risk analysis

Risk level index
R Rs - current assessment Rs —subsequent planned periods
critical Unacceptable - Rsu
" Acceptable - Rus |
115 Rsan
12| major
10 Unacceptable - Rsu
) ;&c_c;p;al_)l; —_R:A_ y
moderate .
Read Read Unacceptable - Rsu
) Ra3 Ria3 ) _Ac_c;p;a;)](_a —_R:A_ )
3| minor Ria2 Ra2 Ra2
| Real Rea 1 Rea 1

Fig. 5.

Level of acceptable risk

Limit values of the index grouping risk (R) and residual risk (Rs).
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covering assets in their area and submitting them
to the Plenipotentiary for the Integrated Manage-
ment System, who will combine them to obtain
a summarized result of the analysis for the Insti-
tute’s area covered by the system.

For risk analysis one should use a spreadsheet
available on the Institute intranet site - a docu-
ment in the form of an electronic file.

The result of the assessment process should
be prepared in the form of a list of the Institute’s
assets that are most at risk. It allows the Manage-
ment to decide for which assets additional secu-
rity measures (technical or organizational) should
be implemented first.

The Management should define a risk man-
agement plan for risks with values exceeding the
adopted acceptable level (RsA). This plan may also
include the allocation of resources (including fi-
nancial ones) to secure the assets that are most at
risk and, consequently, reduce the level of residual
risk of these assets.

A graphical presentation of the level of accept-
able risk should be made in the form of a chart for
the assets that are most at risk (fig. 3).

Determining the level of acceptable risk com-
pletes the risk assessment stage.

The risk management plan should be prepared
in accordance with the form available on the Insti-
tute intranet site in the form of an electronic file.

Risk management principles according to
AQAP 2110:2016

In accordance with the requirements of the
AQAP 2110:2016 standard, contracts for the provi-
sion of services by the Institute should take into
account the risk associated with the process, as
well as the specific features of the product or ser-
vice, and should also define the principles of risk
management associated with the performance
of the contract concluded. The AQAP 2110:2016
standard can be applied in case of special require-
ments of contracts performed for the Minister of
National Defense.

In the presented methodology for this type of
contracts a method of qualitative risk analysis was
adopted. In order to determine the level of risk of
factors influencing the performance of contracts, a
commonly used risk matrix was used (fig. 6), where:

Level of risk = Probability * Impact on contract
performance

Tab.5. Impact on contract performance.
Score Value Description
Critical 4 aloss of a process component or violation of its security results in an interruption of realization of the contract;
Major 3 aloss of a process component or violation of its security may have a negative impact on the date of completion of the contract;
Significant 2 aloss of a process component or violation of its security causes difficulties in the normal course of contract performance;
Normal 1 aloss of a process component or violation of its security has a limited impact on contract performance;

where “Critical” means the greatest impact and "Normal” — the smallest impact.

M H H H
High
5 10 15 20
M M H H
Large I
4 8 5 12 16
L M I H
Significant |
3 6 9 12
L M M M
Moderate
2 4 6 8
L L L M
Small
1 2 3 4
Probability o : 53
Impact Normal Significant Major Critical

Fig. 6.

Level of acceptable risk

The risk matrix for the following values adopted in this methodology: values of probability indexes (table 2) and

values of threat impact indexes (table 6). The level of risk: Low (“L"); Medium (“M”); High (“H").
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Tab.6. Risks related to the performance of a contract.

Assets/Processes Symbol Threat Probability Threat impact Risk
Internet (LAN network) LAN broken line 1 1 1
Simulators Sim theft 5 1 5
Barofunction test Bar upper respiratory tract infection 3 2 6
Technical personnel Te absence 3 2 6

?
Simulators Sim break down 3 5 15

In order to assess the probability, the values of
the indexes described in table 2 are to be used.

In order to assess the impact on contract per-
formance (effects of the materialization of risks),
the criteria in table 5 are to be adopted.

The following general principle has been
adopted for the selection of the strategy for the
assessed risks of contract performance:

- high level of risk (10+20) - the most effective
threat reduction plans should be applied (they
may be costly and complex). The possibility of
avoiding the threat, i.e. making the given risk
factor impossible to occur, should be consid-
ered. For example, it's possible to apply with-
drawal at the start of the project which also
should be considered as a strategy. The deci-
sion to withdraw may be preceded by a pro-
ject feasibility study carried out to assess the
chance of providing a product (service) that
meets the assumed requirements.

- for medium-level risks (4+9), less complex
(less costly) but perhaps less effective plans
for the implementation of mitigating security
measures, i.e. reducing the probability or effects
of materialization of the risk, may be applied.

For high and medium levels of risk, a strategy
of transfer may also be used. Most often, the
transfer of risk consists in taking out insurance
against an event or assigning the effects of risk
to a counterparty (or a subcontractor),

- for low-level risks (1+3) the acceptance of
risks is usually applied. If the threats occur, we
accept their effects. Acceptance is divided into
active (we have a financial reserve) and passive
(no reserves).

Example of a risk assessment in a contract
for the provision of a service

Table 6 presents examples of assets and pro-
cesses, identifies threats, values of indexes of
probability of events, and calculates risk values for
each asset and process.

The risk matrix has been filled with asset and
process symbols put in the fields of the matrix ac-
cording to the calculated values (fig. 7).

The above example of a risk matrix shows the
risk identified by the symbol “Sim” in the high-risk
area, above the line indicating the level of accept-
able risk (“Risk acceptance line”). It would there-
fore be advisable, in accordance with the accept-

. M H H H

High
Sim (5) 10 Sim (15) 20
M M H H

Large
4 8 I 16
L M M [ H

Significant
3 Te, Bar (6) 9 I 12
L M M M
Medium

2 4 6 8
L L L M

Small
LAN (1) 2 3 4
Probability L ) -

Impact Normal Significant Major Critical

Fig.7.  Risk matrix - example.

Level of acceptable risk
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ed principles, e.g. to prepare a second, alternative
simulator for use. For the assets marked with “Te”
and the “Bar” process, preventive measures (reduc-
ing the probability of occurrence or the effect of a
threat) should be applied. For the asset with “LAN”
symbol, the associated risk could be accepted.

CONCLUSIONS

Management in each area is a complex, contin-
uous process supported by the knowledge, innate
abilities and acquired skills of the manager. An im-
portant component of the management process

is risk management. The proposed approach to
the identification and assessment of risks in the
various areas of activity of the Military Institute
of Aviation Medicine is the result of optimization
which is based on two criteria: the criterion of the
risk factors required by the standards and the
transparency of the methods used for all parties
The risk management methodology presented
above is a tool that supports making decisions
that are strategic for the Institute, operational de-
cisions concerning the implementation of current
tasks, as well as the development of the content of
contracts concluded for the provision of services.
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INTRODUCTION

Flight simulators were the first devices, whose
purpose was not to imitate the appearance of a
particular aircraft, but to imitate its dynamic prop-
erties [41]. For this reason, one of the most impor-
tant components of flight simulators was and still
is the motion system, the task of which is to imi-
tate motion stimuli occurring in real flight.

Despite the ongoing disputes about the need
to use motion systems in flight simulators, the de-
velopment of this component of simulators has
been ongoing since the beginning of aviation.
The aim of the article is to discuss the importance
of the motion system in the simulation of motion
stimuli affecting the aircraft pilot.

FIRST MOTION SYSTEMS

Already at the time of construction of the first
flight simulators, the motion system was an im-
portant part of them. One of the first devices sim-
ulating the flight conditions was Model B “Flyer” of
the Wright Brothers’ aircraft without the tail part
and engine [29]. The simulator was equipped with
a cam driven by an electric motor, which enabled
continuous changes in its roll. This motion was a
key stimulus during training. The student could
keep the wings horizontal by tilting the rudder
levers. After a few hours of such training, appro-
priate habits appeared in the form of movements

to correct imbalances during a simulated flight.
Mastering this art qualified the student to fly a real
Flyer-B aircraft.

In 1909, the Antoinette company, making air-
craft and offering pilotage training, developed the
Antoinette Trainer training device [15]. It consisted
of two half barrels, mounted one on top of the
other (fig. 1), which made it possible to simulate
the roll and pitch of an aircraft. Changes to these
angles were made manually by the staff operating
the simulator, and the pilot’s task was to keep the
horizontal reference beam parallel to the horizon
plane using the rudders (two wheels). The pilot’s
function in this simulator can therefore be com-
pared to that of the most important on-board in-
strument, the attitude horizon (artificial horizon)
indicator. The simulator was used to teach pilots
to react correctly to stimuli they experience in
flight in the form of typical aircraft pitch and roll
movements. In hindsight, it turned out that this
representation of the cabin’s positions and the ac-
quired ability to maintain reference to the natural
horizon was incorrect. However, most of the avia-
tion pioneers were not aware of this fact, as it was
only at that time that the first studies on the func-
tion and activity of the human vestibular system,
co-responsible for the perception of position and
movement in space, were conducted.

Fig. 1.

Antoinette Trainer flight simulator [1].
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a)

Fig. 2.

Fig. 3.

The Billing’s Oscillator (fig. 2a) developed by
Eardley Billing, also comes from that period. It was
a simple replica of an aircraft mounted on a plinth,
which enabled simulation of basic movements
during flight (pitch, roll and yaw angles).

By the time World War | began, anyone with an
aircraft could have been a pilot. This has contrib-
uted to numerous accidents and losses in avia-
tion that were not related to the activities of the
enemy. Subsequent studies [3] have shown that
out of all aviation accidents, as much as 90% were
related to pilot error, 8% were related to aircraft
malfunctions and only 2% were caused by shoot-
ing down. For this reason, the qualification of can-
didates for air duty was introduced. One of the
first devices to train flying skills, and in particular
to train and assess the physiological reactions of
a pilot to stress caused by flying, was the Bleriot
simulator designed at the University of Turin (fig.
2b). This simulator was able to perform roll and
pitch movements that had to be recognized by
the pilot candidate during a simulated flight with
his eyes covered.

In 1917 the Ruggles Orientator training device
was developed in the United States (fig. 3a) for

b)

Flight simulators: a) Billing’s Oscillator [2], b) Bleriot [3].

Simulators [4]: a) Ruggles Orientator, b) Link Trainer simulator.

learning and training to recover from an unusual
aircraft attitudes. The main element of the simula-
tor was a cabin with a pilot’s seat, articulated in a
set of rings on a wheeled platform [36]. Such a de-
sign allowed for any rotation of the cabin around
three axes, with additional horizontal movement
of the wheeled carrying platform. The move-
ments were controlled by the instructor and the
pilot by means of a rudder and bar, coupled in a
system with an electric motor, responsible for
generating the desired positions of the cabin. The
pilot was able to move forward during the train-
ing, while feeling the impressions typical of basic
maneuvers during flight.

The next qualitative leap in the flight simula-
tion had not occurred until 1929, when American
Edwin Link developed the Link Trainer simulator,
also known as the Blue Box (fig. 3b). Adapting the
concept of pneumatic bellows from his father’s
pipe organ factory, Edwin Link developed a struc-
ture enabling the generation of the cabin move-
ment in pitch, roll and yaw channels [29]. The
cabin movements were matched by trial and error
method, independently for each control unit de-
flection. In addition to the motion system, which

© The Polish Journal of Aviation Medicine, Bioengineering and Psychology

2019 | Volume 25 | Issue 1|31



Review Article

reacted to the rudder deflections, a new solution
in Link Trainer was to equip the cockpit with flight
instruments, coupled with the rudder system. The
pilot, being in a darkened cabin, not only felt how
the cabin reacted to the changes in rudder deflec-
tions, but most of all he could follow how the in-
strument indications change. Link Trainer was the
first most successful flight simulator used until late
1950s.

NEW DESIGNS OF MOTION SYSTEMS AND
THEIR DEVELOPMENT

Until the 1960s, major changes in flight simula-
tion concerned subsystems other than the motion
system. At that time, most flight simulators did not
have a motion system, which was justified by the
statement that modern pilots should not control
the flight based on motion stimuli (‘modern pi-
lots should not fly by the seat of their pants’) [28],
considering information from the flight instru-
ments as the most relevant during the flight. At
that time it was considered that the lack of motion
was partly compensated for by a system of load-
ing the controls, providing a realistic feel for the
forces occurring in flight. It was not until 1958 that
Redifon company developed a full, motion system
equipped simulator dedicated to the Comet IV air-
craft. This simulator resembled flight simulators
that are currently in operation. With the increased
availability of flight test data and the increasing
complexity of aircraft, analog computers have
become a major limitation in the flight simulator
system. The demand for increased fidelity and re-
liability of simulators was the reason for introduc-
ing digital computer techniques. However, digital
signal processing has not improved the still low
correlation of flight test data with the features of
the simulator motion system. Moreover, strong
visual stimuli provided by the wide field of view

Fig. 4.

of the visual displayed system, in the absence of
signals from the motion system, caused uninten-
tional spatial disorientation in a pilot. At that time
the most difficult to develop and the most expen-
sive component of flight simulators was the mo-
tion generator.

In 1961, NASA Ames Research Center devel-
oped a flight simulator designed to simulate the
vertical movements of an aircraft, helicopter or
Vertical and/or Short Take-Off and Landing (V/
STOL) aircraft [17]. A device fixed to the outer wall
of a building (fig. 4a) consisted of a two-seater
cabin which, by means of a motorized winch, was
moved in a vertical direction within £ 50 feet at a
speed of up to 22 feet per second and an accel-
eration of + 1.5g (g denotes the earth gravity ac-
celeration).

Successive years of continuous development
of aviation, supported by war experience, have
made it possible to reach much higher flight al-
titudes and move at higher speeds. At that time,
phenomena that had not occurred in flight before,
or whose sources were not known yet [41], began
to gain significance. An example of such a situa-
tion can be the G-induced Loss of Consciousness
(G-LOQ), occurring under flight conditions with
large, often prolonged G-forces [44,45]. Numer-
ous studies [16,30,47-49] have shown that the pi-
lot's body can be trained to prepare him for the
flight conditions in which this type of hazard may
occur. For this purpose, specialized simulators was
developed, called centrifuges. In 1962, the engi-
neers of NASA Ames Research Center developed
five degrees of freedom (DoF) motion simulator
- GPN-2000 (fig. 4b). The simulator combined in
its design a centrifuge equipped with an arm, at
the end of which a cabin was installed. The way
the cab was controlled allowed to obtain angular
changes of its position in relation to three axes. In
addition, the cabin had the ability to move along

b)
Flight simulator: (a) “height control test apparatus”[17], b) GPN-2000 [5].
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Fig. 5.

the vertical axis, limited to an offset of +2 feet. In
this way, the simulated cabin movements included
three angular movements, one vertical translation-
al and rotation of the arm in the horizontal plane.

In the latest generations of the human-use cen-
trifuges (fig. 5) the way the gondola is fixed (with
the aircraft cabin inside) enables its pitch and roll
to be changed, providing mapping of linear ac-
celerations with respect to three axes. Apart from
many advantages of this type of simulator, there
is, however, an inconvenience in the form of nega-
tive influence of cross-coupled angular accelera-
tion stimulation (Coriolis stimuli), appearing when
a pilot changes his/her head position during rota-
tion of the centrifuge arm. In order to avoid the
Coriolis effect, the pilot during centrifugation
should maintain the unchanging position of the
head, which is not natural when performing e.g.
typical flight maneuvers [24].

Along with the rapid development of aviation
to check the assumptions of newly designed air-
craft, as well as spacecraft the first research simu-
lators was built [41]. An example of such a simu-
lator is the Flight Simulator for Advanced Aircraft
(FSAA), built in 1969 and operated in NASA Ames
Research Center Laboratory (fig. 6b) [12]. The
simulator was originally designed for fixed-wing
aircraft research, but was also used in rotary-wing

The latest generation of the human-use centrifuge - a training flight simulator (WIML).

(helicopter) models. Motion systems were usually
the largest and most expensive elements of the
simulator, expected to reproduce accelerations
occurring in real flight more and more realistically.
In order to meet the requirements of the V/STOL
aircraft simulation, the first six DoF motion simula-
tor was put into service at NASA in 1964 (fig. 6a).
This simulator, in spite of the existing limitation
in the cabin displacement (to a cube with a side
length of 18 ft), demonstrated the importance of
motion cues in flight simulation [13].

Almost simultaneously, Stewart [40] developed
a motion system consisting of two platforms and
six actuators, allowing for the imitation of mo-
tion with six DoF. An example of a flight simula-
tor in which this type of motion platform is used
is the lapetus simulator (fig. 7a), manufactured
by ETC-PZL Aerospace Industries (Warsaw, Po-
land), installed as a training and research equip-
ment at the Military Institute of Aviation Medicine
(WIML) in Warsaw. This type of motion system,
commonly referred to as the Stewart platform,
has been recognized and appreciated by the mo-
tion simulation community. This platform has a
relatively compact design, which allows motion
a cabin with a large mass, reaching up to several
tons [11]. The translational DoF include forward
and backward movement - the so-called surge,
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Fig. 6.

sideways movement - the so-called sway, and up
and down movement - the so-called heave. In the
case of rotary motion, DoF include: roll, relative to
the longitudinal horizontal axis, pitch, relative to
the lateral horizontal axis, and yaw, relative to the
vertical axis [37].

By the end of the 20th century, the Stewart
platform was the most widespread six DoF mo-
tion system. The search for a more efficient mo-
tion platform to test all types of aircraft with very
diverse flight dynamics led NASA Ames Research
Center to develop the Vertical Motion Simulator
(VMS) (fig. 7b). Its high mobility capabilities made
it ideally suited for pilot-aircraft interaction stud-
ies. This simulator provided a realistic, in-flight
substitute, environment used for the assessment
of V/STOL aircraft, as well as for the training of

[ Y &

Fig. 7.

Motion simulator: a) with six degrees of freedom [6], b) FSAA [41].

space shuttle pilots [14]. Reproducing the motion
stimuli was achieved through the use of a special
motion system with six DoF, for which, compared
to the standard system, the range of vertical mo-
tion has been significantly increased - to 18.3 m,
with a maximum acceleration of £10 m/s2With
the emergence of new generations of aircraft with
high maneuverability, loss of spatial orientation
has become one of the more frequent causes of
aviation accidents. At that time, pilots were not
familiarized with this phenomenon during flight
training [41]. One of the most effective methods
used to counteract the phenomenon of spatial
disorientation include practical training in spatial
disorientation simulators such as Gyro-IPT located
at WIML (fig. 8a) or a simulator installed at the Air
Force University in Deblin (fig. 8b). Generating mo-

Flight simulators: a) Japetus (WIML) [42], b) VMS (NASA ARL) [7].
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a)
Fig. 8.

b)

Spatial disorientation simulators: a) Gyro-IPT (WIML), b) WSOSP [8].

Fig. 9.

Flight simulator: a) Desdemona [9], b) DLR [10].

tion cues that cause spatial disorientation in flight
are provided by appropriate kinematic properties
of motion system.

The demand for greater motion fidelity affect-
ing the pilot in real flight contributed to the devel-
opment of complex structures of motion systems
and their control systems [33]. Improvement in
this fidelity is achieved by using multi-stage, cas-
cading motion system connections. In this way, it
is possible to increase the useful workspace of the
motion system as well as the range of generated
accelerations [11]. An example of such a solution
is the Desdemona flight simulator developed by
the AMST-Systemtechnik GmbH (Austria) (fig. 9a)
[22,46]. This device is equipped with a motion
system with six DoF ensuring full cabin rotation
about three axes, its vertical movement within
+1m and horizontal movement along a rotating

arm within +4m. It has the capability to generate
angular velocities up to 180°%sec with a maximum
acceleration of 90%sec?, and maintain prolonged
linear acceleration up to £3g. Another example
of a simulator with an advanced motion system is
the DLR flight simulator (fig. 9b), which is mainly
used for research purposes [43].

Today, flight simulators are used not only dur-
ing the lifetime of an aircraft, but also in the re-
search and development, helping to develop new
aircraft designs and improve existing ones. They
are also helpful in pilot assessment, reducing costs
and risks associated with flight tests. However, the
most commonly used flight simulators are flight
simulation training devices (FSTD) designed for
the training of pilots, flight crew and flight equip-
ment service [41].

© The Polish Journal of Aviation Medicine, Bioengineering and Psychology
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THE NEED TO REPLICATE AIRCRAFT
MOTION

To date, despite numerous achievements in
flight simulation, the simulator environment is not
able to replace the actual aircraft flight. There is
still a lot of discussion about the benefits of mo-
tion stimuli. There have been many prominent
scientists in the group who were against the use
of motion systems [31]. Caro [20] noted that the
view negating the need for motion systems is not
supported by evidence [34]. McCauley [31] was of
a similar opinion, stating that the motion of the
platform contributes to the precision of the pi-
lot’s actions and improves his/her performance.
This applies especially to experienced pilots [27].
Although the author did not find any evidence
for this, he pointed out that motion stimuli have
a positive influence on flight training in unstable
aircraft and when failures of systems responsible
for maintaining stability may occur. Although the
benefits of high motion fidelity have not been fi-
nally demonstrated, most experienced, qualified
pilots prefer simulators with a motion platform
[31]. According to Slob [38], the main reason for
the need to use motion stimuli in simulation is to
prevent the occurrence of simulator sickness (mo-
tion sickness). This simulator sickness is mainly the
result of a lack of synchronization of visual stimuli
with signals from the motion system. It is assumed
that the motion cue delay should be lower or
equal to the value of the visualization delay [38].
Burki-Cohen et al. [18] conducted a number of
studies on the influence of flight simulator motion
systems on the effectiveness of airline pilot train-
ing. Together with Sparko et al. [39] they demon-
strated that during take-off and landing with high
cognitive workload, the presence or absence of
motion stimuli in the simulator does not signifi-
cantly affect this efficiency. However, the authors
of these studies concluded that higher dynamics
and low flight altitude (e.g. rotary-wing aircraft
flight) cause that pilots maintain their spatial ori-
entation mainly based on signals from the ves-
tibular system, rather than based on indications
of flight instruments. It was proved by the studies
[23,32], in which the researchers confirmed that
the presence of motion stimuli in a flight simula-
tor affects the pilot’s performance. On the other
hand, there are numerous studies [19,21,25-27]
indicating that increased realism in motion rep-
lication is not necessary for all elements of pilot
training. This is justified in situations where the
performance of certain tasks, for example com-
munication with air traffic control and changes in
autopilot settings, do not affect the pilot’s behav-

jor in the absence of motion stimuli. Nevertheless,
the view that a full flight simulator is required to
integrate all skills and pilot behavior during flight
still remains [25,35]. In the course of disputes
about the need to use physical motion stimulus
in simulation, an attempt was made to classify the
characteristics of motion systems in flight simula-
tors [12]. The most important criteria were consid-
ered to be, the motion frequency translation band
and response times (time delay of the system be-
tween the introduction of the control signal and
the response of the actuators). Considering the
large capabilities in flight simulator applications,
the Federal Aviation Authority in the USA and the
Joint Aviation Authority in Europe issued a mo-
tion system requirements specification in 1980.
Leaving these standards mostly unchanged for
the next 15 years has practically stopped the de-
velopment of motion systems. The current stand-
ards, which describe the requirements for flight
simulator motion systems, are introduced by the
European Aviation Safety Agency - certification
specifications for areoplane and helicopter flight
simulation training devices (CS-FSTD A/H). Similar
qualification testing criteria for fixed-wing and ro-
tary-wing aircraft simulators and training devices
have been issued by the International Civil Avia-
tion Organization in standard 9625 Issue 3.

CONCLUSIONS

Unfortunately, the motion system still remains
one of the most expensive components of a simu-
lator and one of the more troublesome in achiev-
ing high fidelity motion cueing. These limitations
make the motion system an obligatory element of
the simulator, only in the highest class of these de-
vices, the so-called full flight simulators. Therefore,
further development of motion systems seems to
depend mainly on the costs of their production
and operation and the quality of the replication
physical motion stimuli in flight. An alternative to
current motion systems are designs that combine
low manufacturing cost with low fidelity. The in-
crease in interest in such systems results mainly
due to the availability of cheap devices for visual
presentation of virtual reality.

It should be expected that also among the us-
ers of these motion systems, there will be “a hun-
ger” for motion cueing fidelity. Perhaps this will be
an impulse that will stimulate the development
of motion systems and improve their fidelity. If
with current technology it is possible to improve
the motion cueing fidelity, there is a chance to
increase interest in motion systems. Otherwise, it
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can lead to stagnation in their development. The
current research on improving the motion cueing
fidelity is focused mainly on:

While designing a new motion system is not a
major problem, developing an appropriate algo-
rithm to control this system is already quite a chal-

- designing new motion system structures,

- creating new motion cueing algorithms to
control motion systems,

- developing objective methods to assess the
motion cueing fidelity.

lenge. Human beings have numerous limitations
in the perception of motion stimuli, both visual
and vestibular. This knowledge is extremely use-
ful for developing motion cueing algorithms and
determining effective motion stimuli for specific
device design.
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The article presents the main technological aspects of systems of telemonitoring of
biomedical parameters, based on the example of research carried out in the Lukasiewicz
Research Network - Institute of Medical Technology and Equipment, Zabrze. Medical
telemonitoring covers technologies for the acquisition, processing and analysis of
biomedical information. Data sources and technologies for obtaining biomedical infor-
mation are an important element of medical telemonitoring. Medical telemonitoring
systems are one of the main elements of telemedicine or telehealth. Telemonitoring of
vital biomedical parameters is mainly used to perform remote diagnostics and medical
rehabilitation. This applies primarily to patients from the so-called “high risk” groups,
who are treated or rehabilitated outside hospitals. An important area for the application
of medical telemonitoring is the safety of people working under extreme or stressful
conditions. Telemonitoring of vital parameters can also be used to increase the safety
of those who engage in physical activity for health promotion, sports and performance.
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INTRODUCTION

Medical telemonitoring can be defined as a
use of ICT to transmit biomedical information in
order to perform a remote diagnosis and medical
surveillance. Medical telemonitoring systems are
an important element of telemedicine. Telemedi-
cine or telehealth is an interdisciplinary branch of
medicine integrating medical and technical sci-
ences. Within the framework of telemedicine, five
main groups of telemedicine technologies can be
distinguished: telemonitoring, telediagnostics,
telerehabilitation, telesurgery and teleconsulta-
tion. The primary function of medical telemonitor-
ing systems is to transmit information, generated
and preprocessed in the patient’s environment,
to a local or remote monitoring and surveillance
center, where this information is further processed
and analyzed to support diagnosis or medical
surveillance [11,24,26,25,28,27,31]. In this case,
information generated in the patient’s environ-
ment means biomedical signals and parameters
recorded inside or on the surface of the patient’s
body, visual or thermal imaging of patient’s body
parts, parameters of the patient’s environment.
Medical telemonitoring systems transmit infor-
mation including biomedical signals, parameters
and images. Bioelectric signals, such as: ECG, EEG
or EMG are recorded directly by means of appro-
priate sensors — electrodes. Biomedical parame-
ters, such as: body temperature, pulse, respiratory
rate or blood pressure are measured by means
of appropriate transducers, which transform the
physical quantity, corresponding to the measured
parameter, into the value of this parameter. The
measurement of environmental parameters is car-
ried out in a similar manner, such parameters in-
clude: air temperature and pressure, atmospheric
particulate level or noise level. The generation of
biomedical images, such as visual imaging, ther-
mal imaging, ultrasounds or X-rays, requires the
use of appropriate devices, generally operated
by qualified medical personnel. The final recipi-
ent of information generated in medical telem-
onitoring systems is always a medical specialist,
who conducts medical supervision and, based on
the processed information, decides on appropri-
ate treatment. Medical telemonitoring systems
will be used with increasing frequency in every-
day medical practice [7,8,22,23,31]. The use of tel-
etransmission technologies to transfer biomedical
information overcomes geographical barriers and
provides remote medical care to patients wherev-
er they may be located [18,23,24,28,30]. In particu-
lar, telemonitoring of biomedical parameters pro-

vides the basis for building telemedical systems
for various applications.

There are biomedical parameter telemonitoring
systems solutions available on the market, mainly
for the purpose of performing remote cardiac sur-
veillance [7,11], in particular of patients with the
latest generation of cardioverter-defibrillators of-
fered by the manufacturers of these devices [6,15].
By contrast, biomedical parameter telemonitoring
systems for other applications are still not very
widespread. In this respect, intensive research
and development work is being carried out in a
number of scientific centers aimed at the develop-
ment of effective, non-intrusive technologies for
the acquisition and processing of biomedical in-
formation under conditions of normal patient life
activity [5,12,21]. Such works have also been car-
ried out for a number of years at the tukasiewicz
Research Network — Institute of Medical Technol-
ogy and Equipment (abbreviated to tukasiewicz-
ITAM). The results of these works have been used
in tukasiewicz-ITAM in the development of usable
versions of various medical telemonitoring sys-
tems. The technological solutions of the systems
developed enable surveillance of patients, includ-
ing pregnant women, at their place of residence,
monitoring of people in various environmental
conditions and long-term monitoring (periods
longer than 7 days). These systems are presented
in the second part of this article.

GENERAL STRUCTURE OF MEDICAL
TELEMONITORING SYSTEMS

Medical telemonitoring systems are an es-
sential part (subsystem) of telemedical systems,
which constitute the technical implementation
of functions enabling the remote provision of
medical services [7,18,19]. The basic function of
telemedicine systems is the transmission of in-
formation between the patient and the doctor
under conditions that exclude the possibility of
direct contact. To carry out this teletransmission,
the available telecommunication technologies are
used. These mainly include online wireless com-
munication technologies [1,23,28]. Telemedicine
systems must ensure the mutual, undisturbed
flow of information between the patient and the
doctor, which means that the required medical
action is taken remotely on the basis of an analy-
sis of the information obtained by the doctor, but
with the addition of informing the patient of the
results of that analysis and the necessary follow-
up action to be taken by the patient. The general
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structure of the medical telemonitoring system is

presented in fig. 1.

Modern medical telemonitoring systems con-
sist of four essential elements:

1) Devices in the patient environment - forming a
data acquisition network.

2) A telecommunications network enabling local
(within the data acquisition network) and re-
mote (to a monitoring and surveillance center)
transmission of biomedical information.

3) Devices storing, processing and analyzing med-
ical information in the monitoring and surveil-
lance center (servers in the monitoring center,
distributed servers forming a computing cloud).

4) Devices in the doctor’s environment.

The patient’s environment features devices
enabling the acquisition of biomedical informa-
tion, its initial processing and sending it through
a telecommunications network to the informa-
tion collection and processing center. There are
communication devices on the doctor’s end, such
as desktop or laptop computers, PDAs or smart-
phones, allowing the doctor to access individual
patients’ medical information, stored and prop-
erly processed in the monitoring and surveillance
center [21,26,28].

The most important part of medical telem-
onitoring systems is a biomedical signal and pa-
rameter acquisition network called the Body Area
Network (BAN), which consists of sensors and bio-
medical signal transducers placed on the patient’s

General structure of a medical telemonitoring system.

body and connected to a concentrator data com-
municator module (usually a smartphone), worn
by the patient [1,25,28]. The system can use a
wired connection - Cable Body Area Network
(CBAN) as presented in fig. 2a or a wireless con-
nection - Wireless Body Area Network (WBAN) as
in fig. 2b. The design of the BAN depends on the
purpose of the medical telemonitoring system.
The technical and operational parameters of this
network determine mainly the quality and useful-
ness of the entire medical telemonitoring system.

The acquisition of information in the patient’s
environment involves the recording and process-
ing of signals received directly from the patient’s
body as well as other biomedical and environ-
mental data generated by devices worn by the
patient or located in the patient’s environment.
Depending on the purpose of the medical telem-
onitoring system, the data acquisition network
includes various sensors and transmitters of bio-
medical signals (including bioelectrical signals) as
well as transmitters and instruments measuring
environmental parameters [9,10,12,21]. The sen-
sors are used to directly record bioelectrical sig-
nals from the body surface. Surface bioelectrical
signals, i.e. electrocardiogram (ECG), electroen-
cephalogram (EEG), electromyogram (EMG), are
generated by tissues of individual organs, in this
case the heart, the brain and muscles. On the sur-
face of the body, variable electrical potentials are
recorded over time.
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Fig. 2. a) Sensors of Cable Body Area Network — CBAN. b) Sensors of Wireless Body Area Network — WBAN.

In turn, transducers convert various physical bi-
omedical signals, e.g.: breathing movement of the
chest, exhaled air flow, heart sounds, blood flow,
ECG signal, bioimpedance signals - into another
physical value, which corresponds to the meas-
ured medical (vital) parameter. Based on studies
carried out at tukasiewicz - ITAMand available lit-
erature data [1,8,19,26] a set of signals, biomedi-
cal and environmental parameters monitored in
various medical telemonitoring systems can be
defined. This set includes:

1) Biomedical signals: ECG, EEG, EMG, REO and
ICG (bioimpedance signals).
Biomedical parameters:  heart rate (HR),
heart rate variability (HRV), oxygen saturation
(Sp02), heart stroke volume (SV), chest and ab-
dominal impedance changes, chest hydration
(TFC), abdominal hydration (AFC), pulse rate,
blood pressure, peak expiratory flow (PEF), res-
piratory rate, tidal volume, minute ventilation,
frequency of coughing, cough intensity. body
temperature, blood sugar level, fat layer thick-
ness, physical activity.

3) Environmental parameters: particulate mat-
ter level (PM2.5), sulfur dioxide content (SO2),
nitrogen dioxide content (NO2), temperature,
humidity, atmospheric pressure, insolation
(light intensity in the patient’s environment).
The value of these parameters is determined

by special modules for the measurement of physi-

ological and environmental parameters, to which
appropriate sensors and signal transducers are

2

~—

wired or connected wirelessly. Data from these
modules are transmitted via Bluetooth to a smart-
phone, with a special application installed, and
from where they are transmitted via GSM network
to the monitoring center.

In medical telemonitoring systems, the qual-
ity of monitoring and remote supervision of pa-
tients depends mainly on the quality of acquired
biomedical information and the quality of trans-
mission channels transferring data to the medical
supervision center. The quality of information ob-
tained in the patient’s environment is determined
by the design technologies of sensors and bio-
medical signal transducers used for this purpose,
while the quality of data transmission channels in
the telemedical system depends on the technol-
ogy and technical parameters of the communica-
tion network.

In medical telemonitoring systems, the acqui-
sition of biomedical signals and parameters un-
der natural life activity conditions is particularly
important. This area includes the development
of technologies for the acquisition of biomedical
information by non-invasive and non-intrusive
methods. Research work in this area is aimed at
developing bioelectric signal acquisition systems,
in the form of textronic structures integrated with
clothing — the so-called “wearable health moni-
toring systems”. The basis of these systems are
maintenance-free sensors (biosensors) and bio-
medical signal transducers, integrated with cloth-
ing, providing effective, reliable measurements of
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bioelectrical signals under natural life activity con-
ditions of adults and children. Including develop-
ing physical activity for rehabilitation, recreation
and sports purposes.

Another observed area of intensive develop-
ment of medical telemonitoring systems is the
broad application of computational intelligence
for processing and analysis of biomedical infor-
mation in these systems. Computational intel-
ligence or Cl is a field of science that deals with
solving problems that cannot be described by
means of effective models, effectively algorith-
micized. To solve these problems, the methods of
computational intelligence are used, which allow
to build “intelligent” (self-improving, heuristic)
computational algorithms based on “data-based
learning methods”. Computational intelligence
methods are widely used in medicine to process
and analyze biomedical information. These find
application in particular in: processing and analy-
sis of biomedical signals and images, processing
and analysis of medical data of patients, design of
medical procedures, design of the so-called “pa-
tient flow” in a hospital, creating expert systems
supporting prophylaxis, diagnostics and medical
therapy, management of health care units.

Four groups of medical technologies can be dis-
tinguished within the framework of telemedicine:
telemonitoring and medical supervision, telediag-
nostics, telerehabilitation and teleconsultation.

There are solutions available on the market,
dedicated mainly for telecardiology in hospital
applications. The technological and conceptual
challenge is to develop systems to monitor and
supervise various biomedical parameters collect-
ed in the patient’s natural living environment as
well as the hospital environment and beyond it.
Teleminitoring and medical surveillance systems
have been developed in tukasiewicz - ITAMto
meet these challenges, enabling: supervision at
the patient’s home, including of pregnant women,
monitoring people in various environmental con-
ditions and long-term monitoring.

Selected telemonitoring and medical surveil-
lance systems for various areas of application,
developed in tukasiewicz - ITAMare presented
further in the article.

HEALTH SURVEILLANCE AT THE
PATIENT’S HOME

Integrated systems of medical telemonitoring
developed in tukasiewicz-ITAM enable compre-
hensive care of the patient [26]. The designed so-
lutions enable health surveillance of the elderly,

chronically ill patients and pregnant women at
their place of residence [14,16]. It is well known
that telemedicine care systems become particu-
larly effective if they promote health-oriented be-
havior and healthy lifestyles, allowing patients to
continue to function in their existing environment
[14,24,27]. Such systems include:

A. The Revitus Home Rehabilitation
System

The system uses Adaptive Network Topology
(WPAN - Wireless Personal Area Network) for com-
munication of modules located on the patient,
the WPAN Bluetooth network for communication
inside the house, the GSM network (WWAN - Wire-
less Wide Area Network) and the Internet (WAN -
Wide Area Network) for communication with the
monitoring and surveillance center. The Revitus
system is equipped with an effort controller and
a communicator and monitoring module (Fig. 3).
The monitor module is used to monitor electrical
heart activity, respiratory function, body water ac-
cumulation, blood pressure, body weight and mo-
tor activity. The results of the measurements are
available only to authorized medical personnel in
the monitoring center. The system configuration
is presented in Fig. 4.

Communicator module Monitoring module

Fig.3.  Revitus system components.

PATIENT no. | HOUSE

Lfi’ I ‘
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¢
DOCTOR
i
1L
Configuration of the REVITUS home telemedi-
cine system.

PATIENT mo. m HOUSE
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B. EDFAS - Telemedical surveillance of
the elderly and disabled

EDFAS was developed as part of the EUREKA
initiative. It enables remote surveillance of elderly
and disabled people at their homes (Fig. 6). The
monitoring module included in the system ena-
bles non-invasive acquisition of two differential
ECG leads including a chest impedance signal, a
photopletismogram and acceleration signals to
which the patient is subjected in three orthogonal
axes. The system allows to indicate the position of
the monitored patient’s body - standing, lying or
sitting. The system software allows to determine
the patient’s condition on the basis of decision pa-
rameters determined with the Moore and Mealy
automata algorithm (Fig. 5).

Based on the obtained analysis results, the
software operating in an online mode generates
special notifications (green, yellow, or red) on the
screen. If a situation potentially dangerous to the
patient is detected, the software generates an au-
dible signal (a beep) to warn the patient and sends
the analysis results to a physician consultant. While
operating in an offline mode, the physician has an
overview of the recorded processes allowing for a
detailed analysis of the recorded events.

M, N
Decision: J
gyir

gy
X

*. Breathing

E
*+  Motion

Fig.5.  Convolution of Moore and Mealy automata in

a monitoring system.

Monitoring
center

\ i

C. Telemedical surveillance system for
pregnant women
The telemedical monitoring system for preg-
nant women allows for performing cardiotoco-
graphic monitoring of the patients’ at their homes,
with real-time monitoring carried out by a central
station located in the hospital (Fig. 7). The con-
ventional monitoring of the fetus is carried out by
means of monitoring devices called cardiotoco-
graphs [14,16]. In the system, the basic method of
assessing the condition of the fetus during preg-
nancy is recording and analysis of the mother’s
and the fetus'’s biophysical signals, such as:
1) Fetal heart rate (FHR)
2) Uterine contractions (UC):
- Automatically detected fetal movements, i.e.
fetal movement profile (FMP),
- the movements of the fetus as reported by
the mother.

MONITORING PEOPLE IN VARIOUS
ENVIRONMENTAL CONDITIONS

ICT systems for interactive assessment and
shaping of a person’s physical activity in their
environment will make it possible to take into
account individual psychophysiological charac-
teristics and environmental conditions during re-
habilitation, training or professional activities. An
example of such a solution can be the system for
monitoring psychophysiological parameters of
people during the performance of their profes-
sional activities SMP-300.

A. SMP-300S — System for monitoring
psychophysiological parameters of
persons during their professional
activities

The SMP-300 system is designed to register
psychophysiological and environmental signals
under flight conditions and is primarily used to

Single patient
Bluetooth @
g.;- IR PR— |~
4 b_, a Laptop Wireless
'-JT{ .o |: / connectivity
3 ll — a) b)

=" -
Numerous
Fig. 6. a) EDFAS system, b) Monitoring module.
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examine pilots (Fig. 8). However, its scope can be
extended to other professional groups, such as:
drivers, machinery operators, miners or athletes.
The system allows to monitor ECG signals, pulse
and electromyographic signals, measure heart rate,
respiratory rate, blood saturation, arterial blood
pressure as well as skin acceleration and imped-
ance. It also monitors environmental parameters,
such as ambient temperature and humidity, atmos-
pheric pressure, as well as flight parameters, such
as speed, altitude, slope and course. The system
allows to document the course of the examination
in the form of reports and records in the database.

LONG-TERM MONITORING

Doctor

The possibility of 24-hour monitoring and con-
sultation allows for comprehensive patient care
while reducing the cost of patient treatment. In

.
i
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Fig. 8.
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Medical consultants

Telemedical surveillance system for pregnant women.

order to be able to monitor the patient around
the clock in a non-invasive manner and with the
least possible inconvenience for the patient, it is
necessary to develop the smallest possible port-
able, battery-powered measuring modules. The
MONITEL-HF system offers such possibilities.

A. MONITEL-HF - Heart failure
monitoring system

The Monitel-HF system was developed as part
of a project financed by the STRATEGMED pro-
gramme. Monitel-HF is a multi-module system
consisting of an ECG and pulse wave signal re-
cording unit (Monitel 1), a unit for recording body
position, galvanic skin response and temperature
(Monitel 2), a unit for recording chest and abdomi-
nal bioimpedance signals (Monitel 3), Fig. 9. The
system is used to acquire, visualize, process and
save data obtained from measurement modules

S Yam s

monitoring center

SMP-300S — System for monitoring psychophysiological parameters of persons during their professional activities.
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Fig.9.  MONITEL-HF - Heart failure monitoring system.

[21]. The monitored parameters are collected by
a network of personal sensors located on the pa-
tient’s body and transmitted wirelessly to the op-
erator’s station. The operator’s station in the MO-
NITEL-HF system is a desktop or laptop computer
with an operating system running the Monitel-HF
application.

CONCLUSIONS

The recent years have seen an extensive de-
velopment of medical telemonitoring systems,
which are used in practically all fields of medicine.
As a result of the technological advancements,
it is possible to implement innovative solutions
which until recently seemed to be nothing more
than a vision of a distant future. Progressive min-
iaturization of electronic circuits, development of
telecommunication and Internet technologies,
advanced mobile devices (smartphones, such as
the iPhone), have contributed to the creation of
a number of original designs, such as Revitus, ED-
FAS, SMP-300 or Monitel-HF, dedicated to specific
applications.

For several years now, medical telemonitoring
systems have become increasingly widespread to
carry out monitoring and health surveillance of
people of various age groups and suffering from
a variety of medical conditions. Although this
mainly concerns the elderly, there is also a grow-
ing interest in telemedicine surveillance among
younger people, e.g. pregnant women, people
working in extreme conditions, people engaged
in extensive physical activity for recreational or
sports purposes. An example of an offer for these
groups are the systems developed in tukasiewicz
- ITAM, which have been additionally commercial-
ized (SMP-300, Monitel-HF and a telemedicine

“mobile network

o

A
ECG recording . E
| —
: MBS -

Doctor's computer

system for the health surveillance of pregnant
women).

However, it should be borne in mind that, de-
spite the benefits of telemedicine, its widespread
use still requires intensive patient education and
a steady increase in the availability of information
technologies allowing for remote health monitor-
ing.

Medical telemonitoring systems require effec-
tive technologies for extracting biomedical infor-
mation from the human body, in its natural living
conditions, in particular those related to its motor
activity. The motor activity of both a healthy per-
son and a patient is the main source of bioelec-
trical signal interference, recorded by means of
electrodes (biosensors) on the body surface. As
we know, these signals are the basis for determin-
ing numerous biomedical parameters. Also, the
biomedical parameters recorded or determined
indirectly by transducers are very susceptible to
disturbances resulting from the motor activity.
Therefore, work is underway in a number of re-
search centers to develop effective, non-intrusive
technologies for the acquisition of signals and bio-
medical parameters [4,16,17,32] that are much less
susceptible to disturbances caused by motor ac-
tivity. A focused research direction is emerging to
develop a biomedical information acquisition net-
work fully integrated with clothing which can be
worn with ease. These clothes take various forms,
of e.g.: T-shirts, H-shirts, vests, belts, necklaces,
bracelets, ear plugs.

A prospective solution for this purpose seems
to be the development of a textual network of
bioelectrical signals acquisition, adapted to the
conditions of human motor activity, realized as a
network of bioelectrical signal sensors (biosen-
sors, dry electrodes) and biomedical parameters
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transducers, placed directly within the structure
of the fabric, or built into the fabric of which the
clothing is made. The network could be made
in the form of a flexible T-shirt or H-shirt or vest.
Biomedical parameter sensors and transducers
(piezoelectric, resistive, inductive, capacitive, bio-
impedance) would be connected by flexible signal
paths or wirelessly with a miniature signal and bi-
omedical parameter recording unit (concentrator-
transmitter), also built into clothing.

The opportunity of providing continuous med-
ical care without the need for physical presence
of a doctor, makes telemedicine systems particu-
larly useful in obstetrics. The loT-type system of
telemonitoring high-risk pregnancy provides the
possibility of controlling the recording equipment
located on the patient’s side remotely and enables
interactive communication with medical person-
nel. In this case, the development of an effective
algorithm to control the monitoring session is an

AUTHORS’ DECLARATION:

important research problem. Biomedical infor-
mation acquisition technologies used in modern
medical systems are still quite burdensome for
the patient (e.g. ECG electrodes are difficult to put
on, the electrodes cause skin irritation on contact
points, skin-to-electrode contact is unstable),
sometimes even invasive (e.g. blood sugar meas-
urement by puncturing) and often require the
help of another person in order to properly attach
sensors and transducers to the patient’s body.

The need to reduce the inconvenience of mod-
ern biomedical information acquisition technolo-
gies is a condition and at the same time a moti-
vator for further development of medical telem-
onitoring systems. These technologies are based
on the achievements of biomedical engineering,
which have seen a particularly intensive develop-
ment in recent years. This is an encouraging prem-
ise for the further development of medical telem-
onitoring and telemedicine in general.

Study Design: Ewelina Sobotnicka, Daniel Feige, Aleksander Sobotnicki, Adam Gacek, Data Collec-
tion: Ewelina Sobotnicka, Daniel Feige, Aleksander Sobotnicki, Adam Gacek, Manuscript Preparation:
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Apart from protection from very high altitude or influence of increased gravitational
accelerations protective suits sometimes are used for another applications like sup-
porting kinesitherapy. Because of some safety considerations connected with possible
cardiovascular system overload and dangerous blood pressure increase we tested if
these concerns are valid. Main aim ot presented research performed with participation
of healthy volunteers was to confirm that use of High Altitude Protection (HAP) suit is
safe in terms of increased cardiovascular.
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INTRODUCTION

High altitude protection suits (HAP suits),
sometimes called also pressure suits, are devices
designed and normally used for protection of air-
crew in case of emergencies connected with ex-
position for very low atmospheric pressure (e.g.
lost of cabin pressure at high altitude). The need
for mechanical compression on the wearer body
arises from two reasons. First, at the altitudes
above around 10,000 m (33,000 ft) breathing even
100% oxygen under atmospheric pressure at such
altitude does not meet human organism needs
and oxygen must be administered under pressure
greater than surrounding atmospheric pressure.
Such condition, called positive pressure breath-
ing (PPB), can lead to lung and thorax distension
or even risk of lung tissue rupture hence there is
need for external compression on the chest to bal-
ance intrapulmonary pressure. Secondly, at even
higher altitudes — around 18-19000m (60-62000ft)
there is a risk of boiling of exposed body liquids.
Pressure at such altitudes is low enough (around
47mmHg) to allow water boiling in temperature
of human body. For protection of life at such alti-
tudes both positive pressure breathing and exter-
nal pressure on the body is critically required.

Apart from being a safety device, high altitude
protection suits sometimes are used in another ap-
plications like increasing blood pressure in vertical
position in person after lengthy microgravity ex-
posure or in kinesitherapy as a supporting devices
for persons with antigravitational muscles deficits
[4]. Additional advantage of using body compres-
sion techniques is concurrent both muscular and
proprioceptive stimulation ongoing during thera-
peutic session [7]. Overall view of suit is present on
fig. 1, it’s principle of operation is shown on fig. 2.

Major safety concern in normobaric and non-
emergency conditions is increased blood pressure
and breathing difficulties caused by high mechan-
ical pressure on the wearers body.

Use of pneumatic assembles exerting the force
on body in kinesitherapy is not frequent and the
bibliography associated with this subject is scarce.
Main system used in this application is Russian
“Atlant” system [2]. We did not find any publica-
tions concerned on safety of their use, especially
in terms of possible cardiovascular overload of pa-
tients involved. Some available data [1,6] suggest,
that inflation below 70mmHg is completely safe in
terms of significant blood pressure increase.

As a part of broader project in area of kinesi-
therapy we tried to investigate if wearing HAP
suit inflated to pressures from range planned for
future experiments is safe in terms of cardiovascu-

lar burden put on the participants organisms. Main
aim of this paper is to assess performed research re-
sults in terms of safety to the suit wearer expressed
with increase of HR and RR within safe limits.

MATERIAL AND METHODS

In presented work we used WUK-90 high alti-
tude protection suit (Air-Pol, Legionowo, Poland).
It is a capstan-type suit. In this system compres-
sion over the body is done through inflating rub-
ber tubes which are increasing pressure on the
body with non distending tapes sewn into suit
fabric. In addition suit is equipped with abdominal
bladder exerting pressure on lower abdomen and
frontal pelvic region. Precise adjustment of suit is
done with use of polypropylene laces. Closing of
suit is done by means of metal zippers.

Therefore increasing of air pressure in capstan
system and abdominal bladder is increasing me-
chanical force exerted by suit on the body of per-
son wearing it.

Before experiments we obtained written ap-
proval from Military Institute of Aviation Medi-
cine in Warsaw Ethics Committee in accordance
with the Helsinki Declaration of 1975, as revised in
2000. Each participant signed informed consent

Fig. 1.

WUK high altitude protection suit used in
experiments (photo presented with patient’s
consent).
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Fig.3.  First subject during experiment (photo

presented with participant consent).

statement and was informed about possibility to
cease his or her participations anytime. Volunteer
subjects were not paid for participation in pre-
sented research.

Research was conducted in two main parts: first-
ly we performed tests on one healthy individual.
Subject was male professional soldier 38 years of
age, 170cm tall, weight 64 kg. He possessed valid fit
for military duty assessment from military medical
board. Subject during test is shown on fig. 3.

+ K

Capstan type suit work principle. A-laces B capstan tube covered by fabric tapes, 1 - rubber tube 2-capstan tapes

In second stage results were confirmed with
group of 17 healthy volunteers who performed
one real kinesitherapy session with use of the HAP
suit. Mean age of control group was 29,5 years of
age (SD * 4,69y; age span was from 23 to 41 y.0.).
Eight females and nine males constituted our con-
trol group.

Each participant has systolic and diastolic
blood pressure measured (with OMRON™ R7
blood pressure monitor), arterial blood satura-
tion Sp02 (with finger pulse oximeter). Results
were recorded and analyzed with paired t-tests.
Measurements of blood pressure were taken 5
min before donning of HAP suit and after that RR
and Sp0O2 measurements were taken in 3 minutes
intervals. Each examination were 24 minutes long.
Last measurements were taken 5 minutes after
HAP removal.

RESULTS

As a starter we tried investigation with one vol-
unteer using inflated WUK on the treadmill nor-
mally used for stress test cardiography. Physical
load was in accordance with Bruce protocol [5].
Physical workload was increased in 3min intervals.
Increase was both in terms of speed and angle of
elevation. Stages of exercise test are presented on
table (tab. 1) below:

Our subject has attained Stage 4 according to
this protocol. Measurements of systolic and dias-
tolic pressures are provided on graph (fig. 4) be-
low:

Control group of 17 volunteer participants were
tested in similar manner, but we broadened meas-
ured parameters with pulse oximetry. During 24

522019 | Volume 25| Issue 1 |
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Tab. 1.  Bruce protocol stages (from [3]).
Stage Time (min) Speed (km/hr) Gradient (%) Metabolic equivalents of tasks
1 3 2.7 10 5
2 6 4.0 12 7
3 9 5.4 14 10
4 12 6.7 16 13
5 15 8.0 18 15
6 18 8.8 20 18
7 21 9.6 22 20
140
120
100
o EHR
mSYS
80 [ | |ODIAS
40 —
20 (—
0
1 2 3 4 5
Fig.4.  HR, SYStolicand DIAstolic blond pressure in first subject. 1-baseline before test, 2- results after stage 1, 3- results
after stage 2, 4- results after stage 3, 5 - results after stage 4.
SO 1 minutes of measuremgnts perlgd part!C|pants
1 performed sets of physical exercises designated
ey g T iy ey for patients (research) group. Results of control
s | - * * .
S & Fate R *s group parameters after exercises are presented
mp/Se. &0 4
il sz below (fig. 5 & 6):
Ll . . .
2 Results obtained indicate, that blood pressure
= : x changes (both diastolic an systolic) were on mi-
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Fig. 5 & 6. Results of measurements in control group.

Means of measurements before and after each
session are provided.

Main safety concern associated with use of
compressing devices, especially if they cover chest
region is increase of blood pressure resulting from
addition of mechanical external pressure to the
“normal”, heart generated blood pressure. In phys-
iological condition blood pressure is regulated on
correct level by reflex from carotid baroreceptors.
Distending of carotid artery walls caused by in-
creased blood pressure activates heart inhibition,
mainly through vagal nerve. In opposite situation
decreased blood pressure on carotid receptor is
inhibiting parasympathic activation of vagal nerve
thus increasing heart output. This is phenomenon
thoroughly studied during head- foot directed ac-
celeration exposures in flight or on the centrifuge.
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Tab.2.  Averaged blood pressures, HR and saturation for 17 persons control group before and after the session.
Systolic Diastolic Sa02 HR
BEFORE 127,2 84,6 9,5 782
AFTER 130,1 82,6 9,3 84,8
CHANGE (%) 0,023 -0,024 -0,0021 0,085

This is quite powerful reflex, allowing human body
to compensate lower body blood retention up to
around four times Earth’s gravity. In experiments
described in this paper we wanted to check if po-
tential of this reflex going the opposite way i.e. de-
creasing heart’s output in conditions of increased
pressure is enough to allow overall blood flow
close to normal. Because of systemic nature of the
reflex we have chosen wrist blood measurement
instead of neck pressure measurements, which
are more technically complicated and hardware
involved is precluding free movements necessary
to perform therapeutic exercises. From centrifuge
experiments we know, that use of height compen-
sated limb pressure measurement is sufficient to
assess both heart and brain level blood pressure.

All performed measurements have confirmed
that use of WUK-90 high altitude protections suit
is safe in terms of cardiovascular system param-
eters in area of pressures used in experiments. We
did not encountered any increase of blood pres-
sure which may be considered as a harmful, for
participants.

AUTHORS’ DECLARATION:

Results obtained suggest that increasing physi-
cal pressure on the body is successfully corrected
by body homeostasis system. Cardiovascular re-
flexes from carotid baroreceptors are sufficient
to tame increase of hydraulic blood pressure in-
duced by over-the-chest pressure. No breathing
difficulties reported by our participants is another
prognostic which gives us a rise to conclusion that
therapeutic use of high altitude protection suit
for kinesitherapy is safe alternative to “normal”
sets of exercises planned to perform in therapy of
patients.
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ments.

Text should be 1,5 spaced, in Times New Ro-
man, 12-point typeface. Margins: 2.5 cm (1 inch)
at top, bottom, right, and left. All pages of manu-
scripts should be consecutively numbered.

The manuscript should include:
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- the article title (the most important summa-
ry of a scientific article, should also include
information on the scope of investigation);

— full authors names (first name, middle-name ini-
tials and last names) appears above the title;

- authors’ current affiliations;

- information on financial support;

- full address, phone number, e-mail of the
corresponding author should be given in fo-
otnote.

- Abstract page:

— Structured abstract (up to 250 words), consi-
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Methods, Results, Discussion and Conclusions.

— Introduction - should describe clearly the
rationale for the study being done and the
previous work relevant to the study. It sho-
uld end with a statement of the specific qu-
estion or hypothesis being addressed.

- Methods - mention the techniques used
without going into extensive methodolo-
gical detail, and outline the most impor-
tant results. Include sample sizes for key
experiments as appropriate.

- Results - list basic results without any
introduction. Only essential statistical si-
gnificances should be added in brackets.
Draw no conclusions.

- Discussion and Conclusions — provide
the key-findings as clearly as possible. Di-
scussion emphasizes the new aspects of
the study and presents an interpretation
of the results. You may also include a brief,
more general interpretation of the results
and / or specific recommendations for fu-
ture research.

- 5 to 10 key words (referring to the impor-
tant elements of the manuscript, not from
title) or short phrases that do not appear
in the title., based on the Medical Subject
Headings (http://www.nlm.nih.gov/mesh/).

Body text (Introduction, Methods, Results, Dis-
cussion, Conclusions, Acknowledgements, Glos-
sary and References);

Introduction should contain the hypothesisand
specific aim of the study or (in case of a review)
purpose of the article. Authors should briefly in-
troduce the problem, particularly emphasizing
the level of knowledge about the problem at the
beginning of the investigation.

Methods should describe clearly the selection
of observational or experimental subjects includ-
ing controls, such as age, gender, inclusion and
exclusion criteria, (the circumstances for rejection
from the study should be clearly defined), rand-
omization and masking (blinding) method. Use
of subheadings is advised.

The protocol of data acquisition, procedures,
investigated parameters, methods of measure-
ments and apparatus should be described in suf-
ficient detail to allow other scientists to reproduce
the results. Name and references to the estab-
lished methods should be given. References and
brief description should be provided for methods
that have been published but are not well known,
whereas new or substantially modified methods
should be described in detail. The reasons for
using them should be provided along with the
evaluation of their limitations. Names of chemi-
cals and devices used should be followed by the
information on the manufacturer (name, city, and
country) set in parentheses. Please provide gener-
ic name, dose and route of administration.

The statistical methods should be described
in detail to enable verification of the reported
results. List the tests used. Relate each test to
a particular data analysis. This should be repeated
in the Results section. Statistical significances
should be shown along with the data in the text,
as well as in tables and figures. Provide exact p-
values, with three decimal places.

Provide information on patients informed con-
sent. Studies on patients and volunteers require
informed consent documented in the text of the
manuscript. Where there is any unavoidable risk
of breach of privacy - e.g. in a clinical photograph
or in case details - the patient’s written consent
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to publication must be obtained and copied to the
journal. Information on approval of a Local Ethical
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dures followed were in accordance with the ethi-
cal standards of the responsible committee on
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or with the 2008 revision of the Helsinki Declaration.
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to the number needed to explain the argument
of the paper and assess its support. Do not du-
plicate data in graphs and tables. Give numbers
of observation and report exclusions or losses to
observation such as dropouts from a study. The
results should be presented in a logical sequence
in the text, tables and illustrations related to the
statements in the text by means of reference re-
marks. Emphasize only important observations.

Discussion should include interpretation of study
findings, and results considered in the context
of results in other studies reported in the literature.
Do not repeat in detail data or other material from
the Introduction or the Results section. Include
in the Discussion the implications of the findings
and their limitations, including implications for
future research. The discussion should confront
the results of other investigations especially those
quoted in the text.

Conclusions should be linked with the goals
of the study. State new hypotheses when warrant-
ed. Include recommendations when appropriate.
Unqualified statements and conclusions not com-
pletely supported by the obtained data should
be avoided.
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Article with published erratum

Koffler D, Reidenberg MM. Antibodies to nuclear
antigens in patients treated with procainamide
or acetylprocainamide [published erratum ap-
pears in N Engl J Med 1979;302:322-5]. N Engl J
Med 1979; 301:1382-5.

Article in electronic form

Drayer DE, Koffler D. Factors in the emergence
of infectious diseases. Emerg Infect Dis [serial
online] 1995 Jan-Mar [cited 1996 Jun 5];1(1):[24
screens]. Retrieved 25 January 2013 from: http://
www.cdc.gov/ncidod/EID/eid.htm.

Electronic resource

Health on the net foundattion code of conduct
(HONcode) for medical and health websites. 1997;
Retrieved 9 January 2013 from https://www.hon.
ch/HONcode

Article, no author given

Cancer in South Africa [editorial]. S Afr Med
J1994;84:15.

Book, personal author(s)

Lazarus RS, Folkman S. Stress, appraisal and cop-
ing. New York: Springer Publishing Co.; 1984.

Book, editor(s) as author

Norman 1J, Redfern SJ, eds. Mental health care for
elderly people. New York: Churchill Livingstone;
1996.

Book, Organization as author and publisher:

Institute of Medicine (US). Looking at the future
of the Medicaid program. Washington: The Insti-
tute; 1992.

Chapter in a book

Charzewska J, Wajszczyk B, Chabrom E, Rogalska-
Niedzwiedz M. Aktywno$¢ fizyczna w Polsce
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Conference proceedings

Kimura J, Shibasaki H, eds. Recent advances
in clinical neurophysiology. Proceedings of the
10th International Congress of EMG and Clinical
Neurophysiology; 1995 Oct 15-19; Kyoto, Japan.
Amsterdam: Elsevier; 1996.

Conference paper

Bengtsson S, Solheim BG. Enforcement of data
protection, privacy and security in medical infor-
matics. In: Lun KC, Degoulet P, Piemme TE, Rien-
hoff O, eds. MEDINFO 92. Proceedings of the 7th
World Congress on Medical Informatics; 1992 Sep
6-10; Geneva, Switzerland.

Avoid using abstracts or review papers as ref-
erences. Unpublished observations and personal
communications can not be used as references.
If essential, such material may be incorporated
in the appropriate place in the text.

Tables. Type or print out each table on a sepa-
rate sheet of paper. Do not submit tables as pho-
tographs. Assign consecutive tables Arabic nu-
merals in the order of their first citation in the text,
and supply a brief title for each. Give each column
a short or abbreviated heading. The title should
not repeat the information given in the headings.
Use tables in order to present the exact values
of the data that cannot be summarized in a few
sentences in the text. Place explanatory matter
in footnotes, not in the heading. Explain in foot-
notes all nonstandard abbreviations that are used
in each table. For footnotes use the following sym-
bols, in this sequence: *,,8,I1,5,** t1,%%,...

Never present the same data in more than one
way: present them in a table OR a figure. Data
should be organized so that related elements
read downward, not across. The data arranged in
columns should correspond to the time sequence
of their collection when read from left to right.
Each column heading for numerical data should
include the unit of measurement applied to all
the data under the heading. Choose suitable SI
units, so that the values given in the table should
fall within the range of 0-999. Large numbers can
be expressed in smaller units with appropriate col-
umn headings. Tables should not ordinarily occupy
more than 20% of the space in a journal article.

Identify statistical measures of variations such
as standard deviation and standard error of the
mean. Do not use internal horizontal and vertical
rules. Be sure that each table is cited in the text.

If you use data from another published
or unpublished source, obtain permission and ac-
knowledge them fully.

Figures Photographs must be sharp and deliv-
ered in high-quality electronic format. The reso-
lution of color images should also be at least 300
dpi. All color art should be in RGB format. Please
submit files in TIFF or JPG. Only Times, Helvetica,
Arial, or Symbol fonts should be used. Using other
fonts may result in lost or improperly converted
characters. Figures should be numbered (with Ar-
abic numerals) consecutively according to the or-
der in which they have been first cited in the text.
Figures should contain the following information:
(a) figure title; (b) all the necessary explanations
of symbols and findings, written continuously;
(c) statistics. Do not put the title of the figure
on the figure! Several figures related to the same
patient, i.e. exercise/task shown in steps, should
be labeled Figure 1 A, B, C, etc. rather than Figures
1, 2, 3. Symbols should be consistent throughout
a series of figures. Use simple symbols, like closed
and open circles, triangles and squares. Different
types of connecting lines can be used. The mean-
ings of symbols and lines should be defined in the
legend. The axes should be equal in length so as
to make the diagrams square. Each axis should be
labeled with a description of the variable it repre-
sents. Only the first letter of the first word should
be capitalized. The labeling should be parallel
with the respective axis. Axes should not extend
beyond the last numeral, and should never be ter-
minated by arrows. Choose units so that the val-
ues expressed may fall within the range between
0 and 999.

Graphs or charts must be provided as com-
plete Excel files. Do not draw three-dimensional
graphs if not absolutely necessary. Do not shade
the background. Do not use grids.

Photomicrographs should have internal scale
markers. Symbols, arrows, or letters used in pho-
tomicrographs should contrast with the back-
ground. If photographs of people are used, either
the subjects must not be identifiable or their pic-
tures must be accompanied by written permis-
sion to use the photograph.

If a figure, graph, chart, photomicrographs,
diagram etc. has been published, acknowledge
the original source and submit written permis-
sion from the copyright holder to reproduce the
material. Permission is required irrespective of au-
thorship or publisher, except for documents in the
public domain.
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Units of Measurement. Measurements of length,
height, weight, and volume should be reported
in metric units (meter, kilogram, or liter) or their
decimal multiples. Temperatures should be given
in degrees Celsius. Blood pressures should be giv-
en in millimeters of mercury.

Abbreviations and Symbols. Use only stand-
ard abbreviations. Avoid abbreviations in the title
and abstract. The full term which an abbreviation
stands for should precede its first use in the text
unless it is a standard unit of measurement.
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jects.
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- Letter of permission to reprint figures or tables
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